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Meta tags are HTML elements used to provide structured metadata

about a web page. Such elements are placed as tags in the head
section of an HTML document .
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Peer Authentication

Authentication of the peer A through the trusted group of B. E sends an authentication vote to B, and D is a malicious peer.
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Properties
View and edit workbook properties, such
as Title, Author, and Keywords.

Inspect Document
Check the workbook for hidden metadata
or personal information.

Encrypt Document

Increase the security of the workbook by
adding encryption,

Restrict Permission

Grant people access while restricting their  *
ability to edit, copy, and print.

Add a Digital Signature

Ensure the integrity of the workbook by
adding an invisible digital signature,

Mark as Final

Let readers know the workbook is final and
make it read-only,

Run Compatibility Checker

Check for features not supported by earlier
versions of Excel,
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The Past, Recent History and Future of Internet Crime
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Public-key cryptography

A big random number is used to make a public-key/private-key pair.
Anyone can encrypt using the public key, but only the holder of the private key can decrypt. Secrecy depends on the secrecy of the private key.
Using a private key to encrypt (thus signing) a message; anyone can check the signature using the public key. Validity depends on private key security.

By combining your own private key with the other user's public key, you can calculate a shared secretthat only the two of you know. The shared secret can be
used as the key for a symmetric cipher.

Public-key cryptography, also known as asymmetric cryptography, is a form of cryptography in which a user has a pair of cryptographic keys - apublic
key and a private key. The private key is kept secret, while the public key may be widely distributed. The keys are related mathematically, but the private key
cannot be practically derived from the public key. A message encrypted with the public key can be decrypted only with the corresponding private key.

Conversely, secret key cryptography, also known as symmetric cryptographyuses a single secret key for both encryption and decryption.
The two main branches of public key cryptography are:

Public key encryption — a message encrypted with a recipient's public key cannot be decrypted by anyone except the recipient possessing the corresponding
private key. This is used to ensure confidentiality.

Digital signatures — a message signed with a sender's private key can be verified by anyone who has access to the sender's public key, thereby proving that
the sender signed it and that the message has not been tampered with. This is used to ensure authenticity.

An analogy for public-key encryption is that of a locked mailbox with a mail slot. The mail slot is exposed and accessible to the public; its location (the street
address) is in essence the public key. Anyone knowing the street address can go to the door and drop a written message through the slot; however, only the
person who possesses the key can open the mailbox and read the message.

An analogy for digital signatures is the sealing of an envelope with a personal wax seal. The message can be opened by anyone, but the presence of the seal
authenticates the sender.

A central problem for public-key cryptography is proving that a public key is authentic, and has not been tampered with or replaced by a malicious third
party. The usual approach to this problem is to use apublic-key infrastructure (PKI), in which one or more third parties, known as certificate authorities,
certify ownership of key pairs. Another approach, used by PGP, is the "web of trust" method to ensure authenticity of key pairs.

Public key techniques are much more computationally intensive than purely symmetric algorithms. The judicious use of these techniques enables a wide
variety of applications. In practice, public key cryptography is used in combination with secret-key methods for efficiency reasons. For encryption, the sender
encrypts the message with a secret-key algorithm using a randomly generated key, and that random key is then encrypted with the recipient's public key. For
digital signatures, the sender hashes the message (using a cryptographic hash function) and then signs the resulting "hash value". Before verifying the
signature, the recipient also computes the hash of the message, and compares this hash value with the signed hash value to check that the message has not
been tampered with.
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Step 1. Give your public Step 2: Sender uses your public

key to sender. key to encrypt the plaintext.
}
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Step 3: Sender gives Step 4: Use your private key (and
the ciphertext to you, passphrase) to decrypt the ciphertext.




Alice

1

Bob's Combine 751A696C
public key keys — 2409

Alice and Bob's
shared secret

{

Alice's
private key

Bob
Alice ¢ W Combine 1_’ 751A696C
public key { keys | 2409 09

Alice and Bob's
shared secret

®
=]
b

s
private key

Sender Recipient
Clear text Clear text
Hello Hello
Encrypted text

_\

%*l\[

Recipient's public key Recipient’s private key






(A9 AN & il

(il gad) e A
gl 53] i) o

L_4A5B 2346 6D 4A3345 |

Bl gpea A |
gaall 3l o) a gy

el paldl) Lk
Crdb sal) (g5

4A 5B 23 46 6D 4A 33 45

(][] [oritisn ot st s HMED




L PR (AT

—

: (il gal)

@’“@ﬂ SJIA\ U.'."“"\J\ a5

&

4A 5B 23 46

6D 4A 33 45 |

, 0—
@ S
el plal) o Lidal)
! Gl gall & glg
L_4A5B 2346 6D 4A3345 |

o)l o)) pualidial) gl

———  sdall e Jadll csla Al (1
Ao ) (5 Final s o) Gasyal (2

| 4A5B 23 46

6D 4A 3345 |




AaY) dadlall s jaly

lalaad ¥ oS53 9 0 Apallall S i) (0 A gada ijygh o
i AdaY) Adlall s jall JeS gt g Aple cuilh) aday
Gadll p lhiduy Whimasad s alibyl) ol Ao Bldal)
4o sthall dgad) N Ledsay O

Adlal) S o) oL Aulaify) ABUad) aB ) o Y jaldll o
odd jdaa ) ad ) 13gd B jhdal) ddal) Ju s 0SS
iy bl ae Al A8 all ) ) Jo 48d) gall AU
ULl Jly) oW A4y ol 0 e Jpaad



als d.a\juAJMu\ 22 giall oY) ‘?Lh" S JSd Tlla 4 g fIY) clalatl) sl 865y o
Loy Lgd (el jla ) 8 g g Lgaudait g dus g 58 Y\u)ahﬂ\hmd\ew\\Muij.bl427
sty u\AA\J\ ‘_3'3.\;4
435 il (A g sty ul.uﬂ\g.d\g Cdlalail) & A8l afadiud Asalall) ao) g8l puday —
Jle dy.u\.u\gyﬂ\ ™ ddabi g cualAS\JelaJ\ U.GL;AS\‘_,ALQ.A\M\ d.\.g..\.uj cl.g.a
8 Lgia paldiu (9l g (Aaal) Cdmall o 4.l g iKY elalacl) aladiad jajad —
9 ¢ 9 RS adal) g A g STy A gSal) g canlail) g ccalall g o3 ladlls claall o
Clldatl) cpa SN 8
Ao gAY cilad i) g blaladl) PAREN eLA‘ SHle Lg\ a3 —
(At g RSy Cilad gl g calal) B JLiaY) (a B g aladiu) Belu) O Cpaaall
(uEAY) g g 30



3D FACE RECOGNITION

Image recorded for

Near-infra-red light creates
future reference

unique face template

Screen ensures % :’r:amplate:cimlfared with
subject in right position - 086 On Galabase
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