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 بعض المفاهيم حول 
 هيكيلة ربط الشبكات  
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Blueprint 

•
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• blueprint plan: program a series of steps to be 

carried out or goals to be accomplished 
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Search Engine 
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•
Meta tags 

 

 

• Meta tags are HTML elements used to provide structured metadata 

•  about a web page. Such elements are placed as tags in the head 

•  section of an HTML document  
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(Security Standards): 
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•Privacy 

•Integrity 

•Peer Authentication
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Privacy  
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Integrity  
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Authentication of the peer A through the trusted group of B. E sends an authentication vote to B, and D is a malicious peer. 

Peer Authentication  
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 أَىاػهاطبٍؼت انًخاطش الإنكتشوٍَت و
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Public-key cryptography 
• A big random number is used to make a public-key/private-key pair. 

• Anyone can encrypt using the public key, but only the holder of the private key can decrypt. Secrecy depends on the secrecy of the private key. 

• Using a private key to encrypt (thus signing) a message; anyone can check the signature using the public key. Validity depends on private key security. 

• By combining your own private key with the other user's public key, you can calculate a shared secretthat only the two of you know. The shared secret can be 

used as the key for a symmetric cipher. 

• Public-key cryptography, also known as asymmetric cryptography, is a form of cryptography in which a user has a pair of cryptographic keys - apublic 

key and a private key. The private key is kept secret, while the public key may be widely distributed. The keys are related mathematically, but the private key 

cannot be practically derived from the public key. A message encrypted with the public key can be decrypted only with the corresponding private key. 

• Conversely, secret key cryptography, also known as symmetric cryptographyuses a single secret key for both encryption and decryption. 

• The two main branches of public key cryptography are: 

• Public key encryption — a message encrypted with a recipient's public key cannot be decrypted by anyone except the recipient possessing the corresponding 

private key. This is used to ensure confidentiality. 

• Digital signatures — a message signed with a sender's private key can be verified by anyone who has access to the sender's public key, thereby proving that 

the sender signed it and that the message has not been tampered with. This is used to ensure authenticity. 

• An analogy for public-key encryption is that of a locked mailbox with a mail slot. The mail slot is exposed and accessible to the public; its location (the street 

address) is in essence the public key. Anyone knowing the street address can go to the door and drop a written message through the slot; however, only the 

person who possesses the key can open the mailbox and read the message. 

• An analogy for digital signatures is the sealing of an envelope with a personal wax seal. The message can be opened by anyone, but the presence of the seal 

authenticates the sender. 

• A central problem for public-key cryptography is proving that a public key is authentic, and has not been tampered with or replaced by a malicious third 

party. The usual approach to this problem is to use apublic-key infrastructure (PKI), in which one or more third parties, known as certificate authorities, 

certify ownership of key pairs. Another approach, used by PGP, is the "web of trust" method to ensure authenticity of key pairs. 

• Public key techniques are much more computationally intensive than purely symmetric algorithms. The judicious use of these techniques enables a wide 

variety of applications. In practice, public key cryptography is used in combination with secret-key methods for efficiency reasons. For encryption, the sender 

encrypts the message with a secret-key algorithm using a randomly generated key, and that random key is then encrypted with the recipient's public key. For 

digital signatures, the sender hashes the message (using a cryptographic hash function) and then signs the resulting "hash value". Before verifying the 

signature, the recipient also computes the hash of the message, and compares this hash value with the signed hash value to check that the message has not 

been tampered with. 
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http://www.search.com/reference/Shared_secret
http://www.search.com/reference/Shared_secret
http://www.search.com/reference/Symmetric-key_algorithm
http://www.search.com/reference/Cryptography
http://www.search.com/reference/Cryptographic_key
http://www.search.com/reference/Encryption
http://www.search.com/reference/Symmetric-key_algorithm
http://www.search.com/reference/Symmetric-key_algorithm
http://www.search.com/reference/Key_(cryptography)
http://www.search.com/reference/Confidentiality
http://www.search.com/reference/Digital_signature
http://www.search.com/reference/Authentication
http://www.search.com/reference/Letter_box
http://www.search.com/reference/Seal_(device)
http://www.search.com/reference/Public_key_infrastructure
http://www.search.com/reference/Public_key_infrastructure
http://www.search.com/reference/Public_key_infrastructure
http://www.search.com/reference/Certificate_authority
http://www.search.com/reference/Pretty_Good_Privacy
http://www.search.com/reference/Web_of_trust
http://www.search.com/reference/Symmetric-key_algorithm
http://www.search.com/reference/Cryptographic_hash_function
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حكىيت إنكتشوٍَت، تجاسة إنكتشوٍَت،  )نكً َتًكٍ يٍ يضاونت الأػًال الإنكتشوٍَت •
بُى تحتٍت   فُحٍ بحاجت إنى تىفٍش ( تؼهٍى ػٍ بؼذ، انطب الاتصانً، وغٍشها

 :هايت، وهً
 

خطىط الاتصال و( انبٍُت انتحتٍت نلاتصالاث): انًكاٌ–

( انبٍُت انتحتٍت نهًفاتٍح انؼايت)–

( َظى انًذفىػاث الإنكتشوٍَت)–

( انبٍُت انُظايٍت انًتكايهت)–
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 :جطابق المخحصران يثبث أن

 الرسالة جاءت بالفعل مه المدير 1)

 لم يحدخ أي جغيير لمححوى الرسالة  2)

 



Wasoufi 2010 56   

 

•

•

 



Wasoufi 2010 57   

 َظاو انتؼايلاث الإنكتشوٍَت

ٌتىفش َظاو انتؼايلاث الإنكتشوٍَت حانٍاً بشكم يششوع َظاو، ويٍ انًتىقغ أٌ ٌصذس فً أوائم ػاو  •
وٌهذف هزا انُظاو إنى ضبط انتؼايلاث الإنكتشوٍَت وتُظًٍها وتىفٍش إطاس َظايً نها بًا . هـ 1427

 :ٌحقق الأهذاف انتانٍت

وضغ انقىاػذ انُظايٍت لاستخذاو انتقٍُت فً انتؼايلاث وانتىقٍؼاث الإنكتشوٍَت، ونتؼضٌض انثقت  –
 .بها، وتسهٍم استخذايها فً انقطاػٍٍ انؼاو وانخاص، بىساطت سجلاث إنكتشوٍَت ٌؼىل ػهٍها

تؼضٌض استخذاو انتؼايلاث الإنكتشوٍَت ػهى انصؼٍذٌٍ انًحهً وانذونً، نلاستفادة يُها فً –
جًٍغ انًجالاث، كانتجاسة، وانطب، وانتؼهٍى، وانحكىيت الإنكتشوٍَت، وانذفغ الإنكتشوًَ، وإنى 

 .غٍش رنك يٍ انتطبٍقاث

 .إصانت أي ػائق أياو استخذاو انتؼايلاث وانتىقٍؼاث الإنكتشوٍَت–

انحذ يٍ حالاث إساءة الاستخذاو و فشص الاحتٍال فً انتؼايلاث وانتىقٍؼاث الإنكتشوٍَت، –
 .كانتضوٌش والاختلاط
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http://news.bbc.co.uk/1/shared/spl/hi/pop_ups/04/magazine_enl_1101314765/html/1.stm
http://images.google.com/imgres?imgurl=http://www.kent.ac.uk/physical-sciences/aog/figweb/figintro_files/albert.png&imgrefurl=http://www.kent.ac.uk/physical-sciences/aog/figweb/&h=384&w=303&sz=47&hl=en&start=208&tbnid=VAWJeN3umTOYoM:&tbnh=123&tbnw=97&prev=/images?q=face+recognition&start=200&gbv=2&ndsp=20&svnum=10&hl=en&sa=N

