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The term Hardware refers to the
physical components like the
system unit, monitor, keyboard,
mouse, camera, printer, etc.
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In 1981, IBM produced its first
personal computer. That is small
enough to fit on top of a desk in
offices and at home. It is still very
popular because it is fast, cheap,
and has large capacity. There are
two kinds of PCs:

1. IBM Compatible Computers
which can run the same
programs as computers made
by IBM. The term PC
compatible relates to PCs
manufactured by companies
other than IBM  that are
compatible with the traditional
PC  specification.  These
computers run an operating
system called Windows.

2. Apple Computers: This kind
of computers uses a different
operating system, and requires
special versions of application
programs. Moreover, the
hardware add-ons have to be
customized to some extent to
be able to be connected to a
Mac.
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Laptop Computers: This kind of
computers is small, briefcase-
sized and portable. It has a small
screen and a small keyboard. It
can run on batteries as well as on
the main power. It is as powerful
as a PC but more expensive. The
new term Notebooks refers to a
very small laptop that is specially
used by salespersons.

A Palmtop Computer is a hand-
held computer, which is called a
Notepad. It has a small screen and

keyboard. It performs some
special  functions and is
considered to be cheap.
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The common hand-held portable
digital devices are:

Personal Digital  Assistants
(PDA) are small pen controlled,
handheld computers. Instead of
using the keyboard to type, you
can use a special pen to write out
commands on the computer
screen. PDAs can be used to send
and receive faxes and
e-mails, write memos, play games
and keep an appointment calendar.
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A Mobile Phone is an electronic
telecommunication device often
referred to as a cellular phone or
cellphone. Mobile phones connect
to a wireless communication
network through radio waves or
satellite  transmissions.  Most
mobile phones provide voice
communications; Short Message
Service  (SMS), Multimedia
Message Service (MMS), and
newer phones may also provide
Internet services such as Web
browsing and e-mail checking.

A Smartphone is a mobile phone
with a PC-like functionality. It
runs complete operating system
software providing a standardized

interface for application
developers. It has advanced
features like e-mail checking,

Internet surfing, a built—in camera,
and the ability to play music and
read documents. Some
smartphones have keyboards built
into them, while others have a
touch screen.

A Multimedia Player allows you
to store digital music and video. A
famous example on a multimedia
player is the iPod from Apple.
iPods can now be purchased with
up to 60 GBs of hard drive
capacity and color screens capable
of playing television shows,
videos or movies uploaded from a
PC.
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The main Physical components of
a computer are:

1. Center Processing Unit

(CPU), or Processor, which is
the most importany Part in a
PC. It performs all calculations
and determines how fast your
computer will run. The CPU
speed is measured by
Megahertz (MHz) or
Gigahertz (GHz). Common
manufactuers of processors are
Intel, AMD, and IBM. The
most commonly used CPU in
PCs is made by Intel. The
CPU contains the following
elements:

Control Unit, which
responsible for controlling the
sequencing and timing of the
other elements making up the
CPU.

Arithmetic  Logic  Unit
(ALU), which performs
arithmetic ~ operations  and
logical operations and controls
the speed of those operations.

Registers, where the data used
by the ALU and the program
instructions, which are used by
the Control Unit, are stored.

Buses are a collection of wires
through which data is
transmitted from one part of a
computer to another.

. Memory or main memory is

the part of the computer where
data and programs are stored
(temporarily), until they are no
longer needed. The types of
memory are:
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e Random Access

Memory
(RAM), which holds data and
program instructions
temporarily for processing the
data. It is where the operating
system is loaded to when you
switeh on your computer and
also where your applications
are copied to when you load
an application. The contents of
RAM are lost when the power
is turned off.

Read Only Memory (ROM),
which is a chip inside the
computer that stores program
instrunctions, normally to start
(boot) the computer. The
contents of ROM are not lost
when the power is turned off.
It has a very small capacity,
and it holds software that can
be read but not written to.

ROM-BIOS, which is a
special chip held on the
motherboard. It  contains
software to make computer
work with the operating
system.

. Storage Units, which are any
devices that save the result of
the processed data
permanently for later retrieval.
Hard disks are the main, large
data storage areas within your
computer. Hard disks are used
to store your operating system,
application programs and data.

. Input Devices, which are
consists of devices that allow
people to put data into the
computer in a form that the
computer can use. Examples
are the Keyboard and the
Mouse.
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5. Output Devices, which are

consists of devices that
translate  the  information
processed by the computer
into a form that humans can
understand. An example is the
monitor, which displays the
results of the work done by the
Pl
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A Port is a socket on the outside
of the system unit that is
connected to an expansion board
in the inside of the system unit.

There are three types of ports, as
explained below:

A USB Port allows you to
plug in devices designed for
USB like printer, digital
cameras and scanners.

The serial port enables you to
connect items to the computer,
such as a modem. They are
commonly labeled as COMI
or COM2.

The parallel port uses a 25
pin connector and is used to
connect printers. It is faster
than serial ports because it
sends and receives 8 bits of
data. Parallel ports are
commonly labeled as LPTI,
LPI2.

The Network Port serves as
an interface between the
computer and the network. It
comes in different physical
shapes.
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e The FireWire is commonly

used to conmnect digital
cameras and scanners. It has a
data transfer rate of 400
megabits per second (Mbps).
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The Computer’s performance
means the factors that affect the
speed of the CPU processing.
There are many factors that can
affect the performance of a
computer:

¢ Clock Speed: The processing
speed of a processor is
represented by its clock speed,
which is related to the number
of times the CPU can process
data or instructions in a second.
The faster the clock speed is, the
more efficient the computer will
be. The clock speed is measured
by Megahertz (MHz).

* Random Access Memory
(RAM): The more memory you
have the faster the computer
will appear to operate.

® The Hard disk speed is the the
access speed at which the
content can be read and written
on a hard disk. The hard disk
capacity is measured in
Gigabytes. 1 Gigabyte is equal
to 1024 Megabytes.
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Free hard disk pace: If there
is no space, Windows will not
be able to load your programs.
Windows needs to create
temporary files to move data
between RAM and Hard disk.

Defragmenting Files: As time
passes by, the files break up to
small parts all over the hard
disk. Defragmenting means
taking all the broken pieces
and joining them back together
again.

The CPU Speed determines
how fast your computer will
run. The higher the value of
the CPU speed the faster the
CPU will operate. The CPU

speed is measured by
Megahertz (MHz) or
Gigahertz (GHz).

The Number of Running
Applications: The
performance of the computer
will decrease if you run many
applications at the same time.
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The term memory refers to the
computer’s Primary Memory,
and Secondary Memory.

Types of memory are:

1. RAM, which is the main
memory in a computer. It is
where data and programs are
stored (temporarily), until they
are no longer needed. RAM is
volatile, which means that the
data is only there while the
computer is turned on (when
the computer is shut off, the
content of RAM is erased).
RAM is manufactured on
microchips or chips that are
assembled on small cards that
can be inserted into slots inside
the system unit. You can
upgrade  your  computer,
purchase extra memory and
insert them in the appropriate
slots.

- Read Only Memory (ROM):
It is another part of the main
memory but with a very small
capacity. It keeps software for
reading only such as
instructions that make the
computer work when turning it
on. It is not volatile. The
computer cannot write on it.
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3. Cache Memory: It is linked to
the CPU; has very fast chips,
and keeps frequently used
programs and data. Therefore,
it helps to increase the speed of
the computer. It reduces the
gap speed between the RAM
and the CPU.

4. ROM-BIOS Memory: It is a
non-volatile memory, and can
be used to save BIOS in
computers.

5. Video Memory or Video
Card: special memory chips
that are used to save data of
pictures which are displayed on
the screen.
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The decimal system that we are
accustomed to has 10 digits (0-9).
The binary system has only two
digits (0, 1). Thus, in computers, 0
can be represented by the
electrical circuit being off and 1
by the circuit being on. All data
and programs that go into the
computer are represented in terms
of these binary numbers.

Computers use a Transistor,
which is a tiny electrically
operated switch that can alternate
between on and off millions of
times per second. In the field of
Electronics, if you want to transfer
data from one place to another,
data must be converted info a
series of electronic impulses and
moved to the other end. The
received data can be manipulated
at the other end in the form of
electronic  signals and then
converted to data once again, and
so on and so forth.
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For comparison between decimal
and binary numbers, see Table
(1-1).

Memory is one of the most
important parts of the computer. If
the memory has enough space, the
computer will be fast.

The following terms are used to
denote capacity:

Each 0 or 1 is called a bit, which
is short for binary digits. A group
of eight bits is called a byte.

Data transmission rates are often
given in bits per second (bps).
Memory is typically measured in
megabytes (million bytes).
Bytes are commonly used to
measure data storage. See Table
(1-2).
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Storage Devices, also called
secondary storage systems or
external storage systems, include
the disks and other storage media
used to store data, permanently.

To keep software, programs and
data permanently, you have to
save your work on the storage
devices before shutting down your
computer.

Internal Hard Disks are located
within the system unit. They are
the most important storage media
in the computer system. They are
thin but rigid metal platters which
are covered with a substance that
allows data to be held in the form
of magnetized spots.

Hard Disks are used to store
programs and large data files.
They are very fast, and their
capacity is measured by Gigabyte
(GB). They hold between 20 to
250 gigabytes of data. Hard disks
are tightly sealed within an
enclosed unit to prevent any
foreign matter from getting inside.
See Figure (1-14).

External Hard Disks are disks
connected to a USB port on the
system unit. They are ideal for
backup data and are slower but
more expensive than internal
disks. They have the same
capacity as the internal disks.
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Floppy Disk: It is a small and
portable magnetized disk in a
plastic case. Its size is 3.5 inch
square and it has a 1.4MB
capacity. It is used to transfer files
from one computer to another, and
is slower than the hard disk.

CD-ROM: (Compact Disk Read
Only Memory) is an optical disk
which uses laser to read
information. It can store large
amounts of data up to 700 MB. It
is suitable for storing multimedia
software. It is robust but slower
than a hard disk. A CD-ROM
holds about 650 megabytes of
data.

CD-R, which stands for CD-
Recordable, can be written to
once. After that, these CDs can be
read many times  without
deterioration but cannot be written
to nor can the user erase the
information stored on them.
Rewritable CD-RW are very
similar to CD-R, except that you
can change, erase, and add more
data.

Digital Versatile Disk (DVD) is
a high capacity development of
CD-ROM. It can store over 4
Gigabytes of information. It is
used to store high quality films
and video.

USB Flash Drives are compact
and easy-to-use devices that are
similar in use to your computer’s
hard drive. USB flash drives slip
into your pocket, conveniently
around your neck or on a keychain
for ultimate portable storage. USB
flash drives finally fulfill the real
promise of the digital age, which
is to complete freedom and
mobility.
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Network Drive: A connection to
the hard drive of a remote
computer, that allows you to
access shared filethat s and
programs.

Online File Storage is an Internet
hosting service designed to host
large files that are not Web pages
but allow Web and FTP access.
This kind of storage can be
optimized for serving many users
or single-user storage. Related
services are video sharing, virtual
storage and remote backup.

Flash Memory Cards are solid-
state electronic data storage
devices that are used with digital
cameras, telephones,  music
players, video games and other
electronics. It can be moved from
the camera and placed in a card
reader that is connected to the
computer or printer.
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Input Devices allow you to input
information to the computer.

The Keyboard

Contains the standard typewriter
keys plus a number of specialized
keys. The standard keys are used
to enter words and numbers.
Examples of specialized keys are
so-called Function Keys, labeled
F1, F2, and so on.
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The Wireless Keyboard works
just like a television remote; the
computer receives input signals
and sends them to the CPU for
quick processing, and then finally
it is displayed on the computer

monitor as the appropriate result.

The Mouse is a small hand-held
device, which has the shape of a
mouse. As it is moved, a rolling
ball on the underside transmits
information to the computer,
which moves the cursor. The
cursor is the symbol on the screen
that shows where data may be
entered next. It has two or three
buttons to perform many actions.
It works when any of the buttons
is pressed down. A Wireless
Mouse transmits infrared or radio
signals (RF) to a reciever.

The Trackball is a mouse turned
upside down. The user rotates the
ball with fingers to move the
cursor on the screen. It saves the
space, which is taken up by the
mouse and the mouse mat.

The Touch Pad is a touch-
sensitive device. When the finger
moves on its surface, the cursor of
the screen will move. It is used in
laptops and some keyboards.
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Scanners convert page contents,
texts, images, pictures, graphics
and other forms of content into
electronic signals. These signals
can then be stored in a computer
and manipulated. Scanners can
also be used to read bar codes.
They can be FlatBed, SheetFed,
HandHeld, Drum or Stationary
Scanners.

The Joystick is a small hand-lever
that can be moved in any direction
to control the movement on the
screen. It can include buttons to
perform some actions, and used

for playing games on the
computer.
The Microphone is used to

record sounds on the computer
and it allows speech to control the
computer and inputs spoken text
directly into the word processor.

The Digital Camera is like the
ordinary camera, but it uses flash
memory or floppy to save images.
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The Web Camera is a small
digital camera used by people to
communicate via Internet.

Output Devices allow you to
output information from the
computer.

Monitors display the results of
processing through displaying
texts, graphics, images, forms and
so on. Common screen sizes are
15 and 17 inches. The size is
always measured diagonally, from
corner to corner. There are two
types of monitors:

¢ Traditional Computer
Monitors: are similar in size
and technology to televisions.
Their disadvantage is that they
are heavy and occupy space on
the desktop.

¢ Flat-Panel Display are thinner
and require less power to
operate. However, they are
expensive.

Projectors connect to computers
to display outputs on large boards.
They are used in business for
training and presentation and in
education.
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Speakers are used in Multimedia
to produce sounds. They can be
used either with loudspeakers or
with headphones or can be built-
into the unit.

A Speech Synthesizer is software
that produces sound that
resembles human speech. If you
receive an e-mail, the system can
read it to you. You can use a
microphone to talk to the
computer to directly convert the
spoken word into a text that will
be displayed using Word
processing  application.  An
example of speech synthesis is
used by the telephone number
enquiry service. When you call
them, the operator searches a
computer database and locates the
number you need. A computer
then reads this number out for
you.

Printers the information
processed by the system unit and
present the information on paper.
Hard copy refers to the printed
output. There are different types
of printers:

e Laser Printers wuse a
technology similar to the one
used in a photocopying
machine. They use a laser light
beam and ink-like toner. They
produce high print quality at
high speed, and are very quiet.
The colored laser printer is very
expensive.
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* An Inkjet sprays one or more
colors of small droplets of ink at
high speed onto paper. Its
running cost is high. Carbon
copies cannot be produced. It is
a color printer with either a one
color cartridge or a multiple
color cartridge. It is quiet but
slower than the laser printers.

* The Dot matrix has a printhead.
In the head, there is a set of pins
that shoot out and strike the ink
ribbon against the paper as the
print head moves along. It
generate a lot of noise and low
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quality of print. As a result, the
dot matrix printer has now been
replaced by the inkjet printer. It
is used to print company pay
slips.
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Some devices are both input and

output devices, such as the
Touchscreen, which is a video
display screen that has been
sensitized to receive input from
the touch of a finger.
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6.

8.

9;

Explain the term “Hardware”.
List two examples of
hardware.

Distinguish between personal
computers and laptops in
terms of use, price, speed,
capacity and memory.
Identify common hand-held
portable digital devices.
Identify the components of a
computer system.

Identify common input/output
ports.

What are the factors that have
impact on a computer’s
performance.

Distinguish between RAM
and ROM.

List the main types of storage
media.

List some of the output
devices.

10. List some of the input devices.
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Software is a program which
consists of step by step instructions
that tell the computer how to do its
work.

When IBM decided to make a
personal computer, they hired a
small company called Microsoft to
develop the operating system. They
agreed Microsoft could sell the
operating  system to  other
manufacturers. Microsoft produced
the Disk Operation System (DOS).
Over the years, it has gone through
much iteration till it produced
Windows, which is the most
popular operating system nowadays.
Some of the operating systems are
DOS, Windows, Linux, Unix, 0OS/2,
Macintosh  Operating  System
(MacOS).

Functions of operating systems are:

e  Booting up.
User Interface.
Task and resources
management.
e  Monitoring.
Files management.
»  System security.
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Applications Software is a program
a group of programs used to
accomplish a variety of tasks which
you can use once the operating
system has been loaded. Examples

include word processors,
spreadsheets,  databases, e-mail
programs,  graphic  programs,
presentation, games, and multimedia
programs,

Word Processing Application are
used for producing letters, memos,
etc. An example is MS-Word.

Spreadsheet Applications
(MS-Excel) can be used to do
budgets, sales projections and
financial plans. Excel allows you to
use formulas to display, analyze,
and summarize data.

Database Applications
(MS-Access) are used for
organizing large amounts of
information.

Desktop Publishing (DTP) is used
to mix text and graphics, including
photos, to produce a high-quality
printed output. An example is
Adobe Photoshop.

Presentation Applications are used
for producing pictures,
advertisements, and manuals. An
example is MS-PowerPoint.
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Web Browsing applications (such
as Internet Explorer and Netscape
Navigator) display the Web pages
from the Internet,  whereas
FrontPage software application is
used to design Web pages.

E-Mail Software, allows you to
type messages, make attatchment to
an electronic files stored on the disk,
send the same message to several
users at once, forward it to other
users, or even delete it. Copies of
memos can be printed out on a
printer if you want a paper copy.

Photo Editing Software is an
application that is specialized for
managing photos from digital
cameras. It is used to crop and touch
up photos, as well as organize them
into albums and slide shows. It
includes a basic set of tools that is
sufficient for most consumers.
Examples include Photoshop from
Adobe and Paint Shop Pro from
Correl.

Computer Games are games
played on personal computers. PC
games are created by one or more
game developers, and are then
distributed on physical media such
as DVDs and CDs, as Internet-
downloadable shareware, They
often require special hardware in
order to play, such as a graphics
processing unit or an Internet
connection for online play, although
these system requirements vary
from one game to another.
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Interface is the way the user uses to
deal with the computer or to send
his or her commands to the
computer: Types of interface are:
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The Screen Reader is a software
application that identifies and
interprets what is being displayed on
the screen. This interpretation is
then re-presented to the user with
text-to-speech or sound icons.
Upgrading a screen reader can cost a
lot of money.

The Screen Magnifier is software
that presents an enlarged portion of
the original screen content, the
focus, so that it covers some or all
of the full screen. This enlarged
portion should include the content
of interest to the user, and the
pointer or cursor should also be
suitably enlarged. As the user moves
the pointer or cursor, the screen
magnifier should track with it and
show the new enlarged portion.
Screen magnifiers provide several
other features, like: color inversion,
smoothing, cursor customisation,
different  magnification  modes,
screen reader, and others.
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On-Screen  Keyboard is an
application which provides a visual
keyboard on your display screen
that can be used in place of a
physical keyboard. The On-Screen
Keyboard can be manipulated by the
mouse or another pointing device. It
is designed for use by individuals
who are not able to use a physical
keyboard.

1. What is an operating system?
Give examples.

2. What are Application Programs?

3. What is a Graphical User
Interface?

4. What are the advantages of using
GuUI?

5. List six common software
applications with their uses.
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A Network is a group of computers
connected to each other to share
resources, such as printers and
peripheral equipment, and to share
files and programs.

Local Area Network (LAN) is the
number of computers that are linked
together by cables in a limited area
(a building or a group of nearby
buildings). For instance, if ten
people are working together within
an office, when connected to a
network. They can share printers,
modems, scanners or files.

A Wireless LAN (WLAN) is a
network that links two or more
computers or devices using wireless
technologies, such as radio waves,
to enable communication between
devices in a limited area. This gives
users the mobility to move around
within a broad coverage area and
still be connected to the network.

Wide Area Network (WAN):
Computers and Computer Networks
are linked together over a large
area. Many WANs use satellite
communications. WAN is used to
connect offices of an organization
that are located in different cities in
the same country or in different
countries. Moreover WAN is used
to connect the Bank ATM. The
largest WAN is the Internet.
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Large networks

need additional

hardware to connect computers.

Multiplexers are used to
combine data and transmit it on
high-speed links. The data is
separated and routed to the
proper locations with another
multiplexer.

The Front-End Processor is a
small computer with special
communications software. The
mainframe computer channels the
information through a front-end-
Processor.

A Bridge can be used to receive
and send messages when several
networks that use the same
network software are connected

A Gateway is similar to a bridge
but is used to connect different
LANSs.

A Router is a device that directs
the traffic by choosing the
optimum of several data paths.

Repeaters repeat signals that
travel via long distances.
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In a Client/Server Network, there
is a specific computer called a
server, which saves all common
files and documents so that other
computers (Clients) can us€, access,
update and manipulate them at the
same time. Other kinds of servers

are:

* File Servers, which are high
speed computers that store the
programs and files shared by
users. )

® Printer Servers, which are
computers that are connected to
one or more printers and to
client computers over a network.

* Communication Servers,
which allow the network user to
connect with other computers.

® Dedicated Servers, which are
specialized  in  performing
specific tasks.

The Internet is a network of
computers and computer networks
around the world that is linked by
means of a telecommunication
network. Any computer that has the
facilities outlined above can access
it. The user can get a large amount
of information about one subject.
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resources which are linked together ~

across the Internet. sl Olio Je io Al U e Aol dogag o Jort
Loy ISy ey gl 50 G Ll 32 ¢ 8

o @ BV O e I G legall Gy wn

gl s e G il 5 pealls qﬂw Jlsts|

An Intranet is a private network “—AY! &8 pasid @Sl Slawill § padans Al S

that is contained within an | < ETT P — .
enterprise. The main purpose of an o g el 2 BV B ey by ecibagheld SleBY
intranet is to share company L iS 2l 4ab gay b bl Gy AS Al 505 Oole ghas IS L0
information and computing

resources among employees. SV A J e JJL Ol gl oa

An Extranet is a private network e - e Lol Silu] A slaal
that uses Internet technology and the ._ | £ aex ar . e -
public telecommunication system to A o o gty G b Ll u"l’wm
securely sharc part of a business' s 5y il 3] o 52l lidly UL ) Jgeo
information or operations with

supp[iers, vendors, partners, L__,L‘J‘ f)bJJ:J :Lb...»\ﬁ Gt o0 r‘..b'-r.‘;u-‘ QL:?-&LJ} s.‘-'L:l.mF

customers, or other businesses. .
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Downloading is for a local system f = 1 5) Calll 4w +» : Dowloadin sl
to receive data from a remote AL G B s il o gJ""‘J

system, such as a Webserver, an ¢ S led Cladl o @l e ol eaa pols e (s

FTP server, an e-mail server, or . . " )
other similar systems. Biler G (i s 1 51 Sl o 81 ) A
The inverse operation, uploading, is aE 5|+ . 4 IR ing Jeae)
the sending of data ﬁ‘gm a local A e d ke e ot URHIRIG ot
system to a remote system, suchasa ko (3 s o2 okt u 50 ] 4nd, o A i e
server, with the intent that the L B

remote system should save a copy of Al Al o el
whatever is being transferred.
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The Transfere Rate is the volume
of data that can be travelled via a

transmission media in one second.

* bps the number of bits

transmitted in one second.

e kbps the number of kilobits

transmitted in one second.
* mbps the number of megabits
transmitted in one second.

Many computer communications
take place over telephone lines.
However, because the telephone
was originally designed for voice
transmission, telephones typically
send and receive Analogue Signals,
which are continuous electronic
waves. Computers, in contrast, send
and receive Digital Signals.

To convert the digital signals to
analogue signals and vice versa, you
need a Modem.

The Modem enables digital
computers to communicate across
analogue telephone lines. This
communication includes both voice
and data communications.
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The speed with which modems
transmit data varies. This speed is
called the Transfer Speed, and is
typically measured in bits per
second (bps). The higher the speed
is, the faster you can send and
receive information.

Data transfers between computers
through media networks. Media
could either be wired or wireless.

Wired Media: Wires and cables
connect computers to form a
network. Data transfers through
these cables in the form of
electronic pulses.

Wireless Media are used when we
cannot connect computers in a wire
network. Information transfers
between network computers in the
form of wireless signals, like radio
waves, infrared rays, microwaves
and satellite.

A Twisted Paris Cable is made up
of four twisted pairs, each of which
is twisted and separated from the
other, such as telephone lines. See

Figure (3-5).

A Coaxial Cable is a cable which
consists of a single wire in the
center of the cable, surrounded by a
group of very thin wires connected
to each other. These cables are used
to connect the television with the
video. See Figure (3-6).

Fiber Optic Cables consist of a
group of very thin glass or plastic
threads or optic fibers. They are
used in WAN because of their
speed. See Figure (3-7).
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A Network Card is a circuit that is
plugged in expansion slots so the
computer can be connected to other
computers. It transmits data and
executes protocols.
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There are different Internet

connection services, such as

Dial-UP Connection:

In the early days of the Internet,
people used to plug a modem into
the computer, which in turn was
plugged into a phone line. Each time
they wanted to connect to the
Internet they had to dial up their
Internet service provider.  The
disadvantages of using this type of
connection is that it is very slow,
and so you are not able to watch
movies on the Internet, and must
disconnect the Internet if you want
to make a phone call, which means
you cannot use the phone while you
are connected to the Internet and
vice versa.

BroadBand Connection: In this
case you are permanelty connected
to the Internet. You can send and
receive e-mails immediately when
they are sent as you can make your
phone calls while connected to the
Internet. The fees are paid on
monthly basis, and not by seconds.
This service allows to view movies
and listen to music.

S S aug SIASY e Y e YL LYl sl I3)
UGl gusl U3

Dial up _&5UI JLasYI

Jlas¥i o gl jasdll e i O o YN plasul bl 3
ol aila bt g O guld | jles cte p3se plsnl 5 YL
Il o s e (sl o S deas &390 =L JlasW
2 JLaVl e gl L pluseal g glas oy .o Y1 32 )
PR TPE AU W EAVN TR GCL I R P I
ol o] a1 15 oS Jlasy! ek e o s e oY
il JlasW Bl pliscinl San gy o & (6T ciila WS
caﬂa_:uwo_,a;ﬁ_,.@,u,u__@uaﬁynct}@
SETEC | [NVRN | Y | R P PR REE N PR | By

dl sy c.Ua..m s» . BroadBand Connection & el JlasYi
e e (N IV 5 N PCPPRTCI-+) A (WU [ P |
e PG PO | 3 pils Jlasl Dl 3 Gl pul 0455 cielu 24
S SV b s OV 5350 JS 3 Aol 556 JLasYI )
Wbla] 02 o g 5 ANyl Jldialy Jla ] s LS
ot LS LSSV e Ty L) SBUIS o) ] ez LaS
Lo £ o) Gl oy L plast Nl oy i
eV aaalice o S Lo W1 a5l LS (LYl
Jrae ety ol Jf Ll J55y aew ) a1y

o YL



il

L e b i A R

s A

i i 0 L S St S s

S il

There are different options for
connecting to the Internet, like:
Phone Line, which is the most
common type of Internet
connection. It uses your phone to
establish an Internet connection. It
needs a computer, a modem, a
phone and an account with an ISP
that provides a dial-up connection.

When using a cable, the connection
is provided over your television
cable without interfering with the
cable's other uses. Speeds can be as
much as 50mbps. Cable connection
is always on and usually fast. It
travels over your existing cable TV
connection and it must be purchased
from your cable TV provider. Your
actual speed may be impacted by
other cable Internet users near you.

The Mobile Phone is a wireless
technology which uses the existing
cellular telephone networks. Speeds
range from typical dial-up speeds to
1 mbps (1 million bits per second),
depending on the provider and the
technology used. It is available
anywhere there is a cellular
coverage, and is portable and perfect
for traveling. There are typically
several providers to choose from.

The Satellite delivers the Internet
via a satellite dish. Speeds can
actually range quite high. It is
available anywhere you can point a
dish at a provider's satellite and is
often faster than other types of
connections. It requires special
equipment, and the cost of the
Internet connection is high.

Wireless Hot Spots uses radio
waves to provide wireless high-
speed Internet and network
connections. They often appear in
airports, hotels, cafes, shopping
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Characteristics of BroadBand are as

follows:

e Fast Connections to the
Internet: Rapid loading of Web
pages and e-mail (as much as 100
times faster), fast downloading of
files, programs, and computer
updates, more efficient delivery of
photos and other large e-mail
attachments and the ability to talk
to others and attend video
conferences in real time.

® An Always-On Connection: It is
available 24 hours a day so there
is no delay while waiting for a dial
up connection.

¢ Flat Fee Payment: The cost of
your Broadband connection will
be determined by the speed of the
service you require, and the
amount of material you send and
receive. In other words, you
decide how much you spend.

* Risk Of Intruder Attack: As
your computer is in constant
contact, hackers will try to invade
your computer connection. You
should always update your virus
checking programs and you will
also need a firewall to prevent
unauthorized external users from
accessing the system.
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. What does the term LAN stand SLAN LU &~ I5ke
for?
. What does the term WAN stand FWAN jLas YU 5 5eadll Lo
for? ¢ 5
. Explain the term Modem. s flgigomtll b
. What is the difference between GJBL::'_,'Digital‘_,_J)'f.\.!a.ad-oHé‘._ﬂan
digital and analogue signals? i i - -
. What is the meaning of Baud " amnlogne (‘-.*'L' )
rate? € s sl de pudl Juag 5 geaill Lo
. What is the term WWW short i "J_
for? Sl o ) Ay 5 pradll s

. What is the Internet and what are

its uses?

. What is the difference between

the Internet and the WWW?
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Information and Communication
technology is a general term that
describes any technology that helps
to produce, manipulate, store,
communicate, and/or disseminate
information. It covers a wide range
of computer-related fields
includeing:
e Database and software design.
e Computer hardware maintenance
e Data Management.
o Installing,  designing and
maintaining computer networks.
e Desinging and maintaining
computer systems and
applications.

E-commerce is buying or selling
via the Internet. You can purchase
directly via a Web site by selecting
the goods or services that you
require and entering your credit card
details. When you send your credit
card details, these SHOULD be
encrypted by the site operators so
that no one can intercept your
details.

A famous Web site for e-commerce
is amazon.com. You can browse
the site and add any product to your
shopping cart and then move to the
checkout stage, where you should
enter your name, address, type of
delivery and payment details.
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The advantages

of using e-

commerce are as follows:

Services  Available 24/7:
Purchases can be made 24 hours
a day and 7 days a week,
making it available to every
place in the world, at any time.

Large Stock Range: The stock
does not have to be distributed
over many physical stores.

Detailed Product Information:
You can compare between
products of many companies
and then decide on the product
you want.

Ability to Compare Prices:
You can compare product’s
prices between different sites.

Equal Delivery: No matter
wherer you live, you can get the
product and save time, as you
can buy software and pay for it
and then download it
immediately.

Right to Return Defective
Goods: Most sites will have a
Returns Policy, and it is
advisable to read this prior the
purchase.

The disadvantages of using e-
commerce include the following:

45

Possible credit card fraud: A
large number of people do not
use the Internet for any kind of
financial transaction. Some
people simply refuse to trust the
authenticity of  completely
impersonal business
transactions. Many people have
reservations  regarding  the
requirement to disclose personal
and private information for
security concerns.
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e Is the Web Site Genuine?
When you purchase your good
from a well-known company,
how do you know that you will
receive your product? If you
want to purchase online from a
company you have never heard
of, you should look for clues
such as: is there a client list on
the site? How long has the
company been trading? are full
contact details provided? You
should also look for references
from other customers.

e Ability to return faulty goods:
If the products arrive and are
substandard, who will pay to
return them? You should read
the return policy before
purchase.

e No human contact: Never buy
from a company which does not
provide you with full contact
details including a telephone
number.

¢ Each country has its own laws
relating to customers protection
either they buy from a store or
over the net.

The performance of Gevernmental
Institutes can be improved through
the use of computers, which can
save, search for, and sort a large
amount of data. Examples on
information that can be stored in a
computer are data related to the
name, address, and national number.
When a new transaction is
performed, new details are added to
the record.

The data stored can be used in
national records to  perform
marketing search and social and
statistical ~ surveys, such as
population statistics, funds
collection, and others. Additionally,
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it can be used for registering vehicle
through keeping a record for the
persons who have a driving license
and for every vehicle. Online voting
can also be performed through
computer.

E-Banking

Banks use computers to enable
customers to access their accounts
via ATM machines. You can
control your day-to-day finances,
pay bills and move money between
accounts from your home. This
service is available 24 hours, and it
reduces the banks' investment in
staff and buildings.

E-banking include the following:

¢ Telephone Banking which
allows customers to perform
financial transactions over a
telephone that uses an automated
phone answering system with
phone keypad response or voice
recognition capability.

* Online Banking, which allows
customers to conduct financial
transactions on a secure Web
site operated by their retail or
bank. It offers features such as:
bank statements, electronic bill
payment, funds transfer, loan
applications and transactions. It
also allows users to monitor all
of their accounts in one place.

* SMS Banking, which uses
customers' mobile phone with
SMS to perform financial
transactions. The bank sends
messages about updates on the
customer’s account, such as a
large withdrawal of funds from
the ATM.
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E-learning refers to learning
through the Internet or through
computers.

Computers are used in registration
and timetabling. There are many
special programs designed to
computerize management tasks.
Computer-Based Training (CBT)
uses interactive programs and
modern multimedia computers to
enable people to acquire skills and
knowledge in a way that may be
more convenient, more practical and
less expensive than traditional
methods.

The advantages of CBT are:

e One trainer can train many
people at different locations.

e Students can work at their free
time, and repeat parts of a
course which they do not
understand.

e [t is more convenient, more
practical and less expensive
than traditional methods.

The disadvantages of CBT are:

e The learners do not have the
benefit of having a teacher who
can answer their questions and
provide them with pieces of
advice when finding any
difficulty.

» The internet connection may fall
for any reason.

e The download speed may be too
slow.

e The training may also be so
rigidly controlled that
unforeseen problems may occur
in actual situations.

e The material may not be
available for some time
following the release of a new
version of software or adding a
new syllabus.
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In Teleworking, one works at home
and communicates with the office
by phone, fax and computer.
Advantages of Teleworking are as
follows:

It saves time and money for the
employee and reduces
environmental pollution. It can
help ease traffic and the stress
resulting from it.

It focuses on one task as there
are no interruptions from low
priority phone calls or from
colleagues who want to chat or
complain about the boss.

Flexibility of working hours. As
long as the job gets done, it does
not matter when the job gets
done. Therefore, there will be
time for other activities.

It reduces office desk space
requirememnts. From anywhere,
the employee has access to the
Internet or a phone. There is no
need to move closer to the actual
job site.

The employer can  hire
employees  from  different
regions.

Some of the disadvantages of
teleworking are the following:

Self discipline: At home, there
are a lot of distractions. It can be
difficult to get work done if you
have children, phone calls or
guests.
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e Lack of Human Contact: You
will not be working with
coworkers, so you will not be
able to develop the types of
relationships that can help you
network. You also may not have
a lot of interaction with others.
For some people who work from
home, this leads to loneliness.

¢ Possible Employee
Explotation: If workers are
isolated from each other, there is
an opportunity for companies to
take advantage.

» Negative Impact on
Teamwork: As you do not meet
with the rest of the team, it is
hard to feel that you are part of

* the team.
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Electronic Mail is a program which
enables you to transmit and receive
messages over the Internet. You can
deal with messages quickly having
to pay only for the cost of a local
call. It can transmit different data
formats. You can edit, update and
retransmit the same message. Also
you can transmit the same message
to a lot of people at the same time.

Instant Messaging-IM is a type of
real time communication service,
like e-mails and chat rooms. Both
parties are online at the same time,
and they "talk" to each other by
typing texts and sending small
pictures in instantaneous time. IM is
based on special small programs
that two separate people install. The
software uses the same cables and
network as any web page or e-mail
connection. As long as the other
person has compatible IM software,
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IM works very well.

Some IM tools even have the "you
have got mail" capability, where
you can send messages while the
other person is offline, and they
retrieve it later like in e-mails. You
can then initiate a chat session with
that particular individual.

Multiple people may participate in
the discussion. This allows on-line
meetings to be held by people who
may not be in the same
country/office or room.

(VoIP), which stands for Voice
over Internet Protocol means
hardware and software that enable
people to use the Internet as the
transmission medium for telephone
calls by sending voice data in
packets using IP (Internet Protocol)
rather than using traditional circuit
transmissions.

One advantage of VolIP is that the
telephone calls over the Internet do
not incur a surcharge beyond what
the user is paying for Internet
access, in the same way that the user
does not pay for sending individual
e-mails over the Internet.

There are many Internet applications
available. Some of which are
bundled with popular Web
browsers, and others are stand-alone
products.

A Blog is a type of Web site,
usually maintained by an individual
with regular entries of commentary,
descriptions of events, or other
material such as graphics or video.
Many blogs provide commentary or
news on a particular subject; others
function as more personal online
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The term virtual community, e-
community or online community
means a group of people that

primarily interact via
communication media, such as
newsletters, telephone, e-mails,

Internet social network service or
instant messages rather than face to
face, for social, professional,
educational or other purposes. If the
mechanism is a computer network,
it is called an online community.
Virtual and online communities
have also become a supplemental
form of communication between
people who know each other
primarily in real life. Forms of
virtual community are:

Social Networking Web Sites,
which are being used regularly by
millions of people.The Social Web
is used to describe how people
interact with each other throughout
the World Wide Web to share
interests, such as Facebook. Other
Web sites focus on hobbies. For
example, if one is interested in
photography and wants to share his
or her with like-minded people, then
there are photography Web sites
such as Kodak Gallery.

A Chat Room is primarily used to
describe any form of synchronous
conferencing. Online chat is a way
of communicating by sending text
messages to people in the same
chat-room in real-time.
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e Some chat rooms such as
Yahoo! use both text and voice
simultaneously.

o There are also Graphical User
Interface (GUI) Text-Based
Chat Rooms, which allow users
to select an identifying icon and
modify the look of their chat
environment.

e Visual Chat Rooms add
graphics to the chat experience,
in either 2D or 3D. These rooms
are characterized by using a
graphic representation of the
user.

e Some visual chat rooms also
incorporate audio and video
communications, so that users
may actually see and hear each
other.

A Forum is an online discussion
site. People participating in an
Internet forum can build bonds with
each other, and interest groups will
easily form around a topic's
discussion. Forums are governed by
a set of individuals responsible for
the forums' conception, technical
maintenance and policies. Most
forums have a list of rules detailing
the wishes, aims and guidelines of
the forums creators. There is usually
also an FAQ section which contains
basic information for new members
and people who are not yet familiar
with the use and principles of the
forum.

Computer Gaming: In computer
and video gaming, there is a group
of players who regularly play
together in a particular (or various)
multiplayer games. These games
range from groups of a few friends
to 1000 person organizations.
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You can publish your contents
using: Blog, PodCast, Photos, Video
and Audio Clips Publishers.

Online Video Sharing sites allow
anyone connected to the Web to
easily upload digital video
recordings so that these clips can be
viewed by other people. Online
video sharing sites have become a
high on-demand online type of
service because they allow small
independent publishers to publish
video files of almost any size
without facing any problems. Small
independent video publishers of all
kind, can buy good quality video
cameras and download the recorded
video to a computer and then to a
Web site. If you are uploading a
video file to your own server or to
an online video sharing service that
does not support video streaming,
your viewers will have to first
download the whole video before
they can actually watch it. One of
the most famous Video Publishing
sites: www.youtube.com/

Blogs have only a limited amount of
space on their Web service provider
server to upload additional files to
be published on their Web site.
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Ergonomics is the study of the «Lbyb «lyol) S5 b oo OLGYL Lot Lo JS on5 Lo iy
interaction between people and i
machines. It helps people work with
machines more efficiently.
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The most common health problems
which can be associated with using
a computer are:

Repetitive  Strain  Injury
(RSI), where muscular damage
is caused by the repeated use of
the same muscular for a long
period of time.

Back Problems, which are
associated with poor seating or
bad posture.

Eye Strain, which is caused by
the screen glare. The computer
should be positioned so that the
sunlight from the window does
not reflect on the screen.

Stress: the tension that arises
when we have to adapt
unnaturally to computers rather
than having computers adapt to
us.
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Your screen should be fully
adjustable so that your eyes are at
the same height as the top of the
screen. Use a monitor filter, and
make sure it is appropriately
positioned. Position the monitor to
avoid glare from lightening. Keep
the distance of the monitor from
your eyes between 19 to 30 inches.

Use a good keyboard, and you
may also wish to use a wrist pad to
relieve pressure on your wrists.

Use a mouse mat to make the
mouse easier to use. Ensure that
you have enough space to
guarantee a comfortable use of the
mouse. If your arms or fingers
become tired when using the
mouse, take a break.

Your chair should be fully
adjustable, and you should be able
to move up or down. It should
have an adjustable back. The back
of the chair should have a curved
portion known as a Lumbar
Support that supports your lower
back.
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When using a computer, make sure
to do the following:

Take regular breaks every half
an hour by looking off into the
distance and looking away from
the computer monitor.

During the break, do some
stretching exercises.

Buy the best monitor. The better
the monitoris, the better the
screen resolution will be. Use a
large screen rather than the
standard 14" or 15" screens.

Use footpad to rest your foot
while using the computer.

Make sure that the area where
you are using the computer is
adequately lit and well
ventilated.

Ventilation is important if you
are using a laser printer, which
may produce ozone when
printing.

When using a computer, make sure to
do the following:

Ensure power cables are safely
secured.

Ensure that power points are not
overloaded. Overloading of a
power point is dangerous and a
fire hazard is possible to happen.

Give regular attention to the
mouse.

Avoid long trailing cables as
someone may easily trip over
them, which would cause injury
to yourself or others.
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Security




Access to stored files is restricted
only to those who have a legitimate
right to access them. Security
experts are constantly devising ways
to protect computer systems from

access by unauthorized persons
through:

L 61

Identification: a User ID is used
to logon to a computer or
computer network. It uniquely
identifies you to the network.

Authorization, which protects
computer resources by only
allowing those resources to be
used by resource consumers that
have been granted authority to
use them. Resources include
individual files or computer
programs, and computer devices.

Authentication, which is the act
of establishing or confirming
something (or someone) as
authentic, to confirm that the
claims made by or about the task
are true. Access Rights are given
to users by administrators
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Passwords are secret words or

numbers that must be keyed into a
computer system to gain access. To
make a password more effective, do
not share it with others. Change it
regularly. A password must be
within an approperiate length that
contains a mixture of chracters and
numbers that cannot be easily
guessed by others.
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Security is a system of safeguards
for protecting information
technology against disasters, system
failure, or unauthorized access that
can result in damage or loss.
Security involves not only the
physical security of the computer
equipment, but also the security of
the data contained on the storage
media.

They are copies of all software, files
and information which you have in
your computer systems. You can use
these copies when the original
copies are damaged because of
physical  failure; user errors;
accidents, or carelessness.
¢ Complete Back Up means to
backup all the data (the entire
hard disk) on your computer.
This process can take a long time
if your computer contains a lot of
data.

¢ Incremental Back Up: Once a
week, you can perform a
complete back up, but every night
for the rest of the week, you only
need to backup files that have
been newly created or modified
since the last back up.

Off-site Back-up is the strategy of
sending critical data out of the main
location as part of a disaster
recovery plan. Data is usually
transported off-site using removable
storage media such as a magnetic
tape. Data can also be sent
electronically via a remote backup
service.
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A Firewall is a set of related
programs located at a network
server that protects the resources of
a private network from users from
other networks.

Smart Cards, which are also called
(Chip Cards, or Integrated Circuit
Cards (ICC)) are pocket-sized
cards with embedded integrated
circuits which can process data. This
implies that they can receive input
which is processed through the ICC
applications- and delivered as an
output. There are two broad
categories of ICCs as illustrated
below:

Memory Cards contain only non-
volatile memory storage
components, and perhaps some
specific security logic.
Microprocessor Cards contain
volatile memory and microprocessor
components. Using smartcards also
is a form of strong security
authentication.
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Laptops, PDAs and mobiles are easy
targets for thieves. The theft of a
laptop computer will cause the
misuse of confidential files, loss of
important contact details and misuse
of telephone numbers. Never leave a
laptop computer unattended in a
public place. To prevent data theft,
do the following:

Always use a log in ID and
password to access your computer.

Secure your computer by a cable or
locking devices. This will prevent
physical theft of the computer.
Security cables discourage a casual
theif who walks by. They are not
foolproof since they can be cut
using the right tools, but they will
slow down a theif.

Many companies ban the use of
portable disks and memory sticks
for ease of making copies of files
and carrying them outside the office.

Stick to data handling procedures.
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Viruses are software programs
which are written with the intention
of causing inconvenience and
disruption or serious damage in a
computer system. Files on floppies
can spread viruses across a network
or via e-mail and the Internet. Types
of viruses are:

Worms, which spread by
replicating themselves. They do not
make any damage, but they spread
very quickly in Networks and keep
computer systems busy wasting vast
amounts of computers time.

Time Bombs, which cause the
damage at a specific time.

Boot-Sector Viruses: The Boot
Sector is that part of the system
software containing most of the
instructions  for  booting, or
powering up, the system. The boot
sector virus replaces these boot
instructions with some others of its
own.

File Viruses attach themselves to
executable files (Files having the
extensions .com and .exe). When
the program is run, the virus starts
working, trying to get into the main
memory and infect other files.
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Macro Viruses are computer
viruses that use an application's own
macro programming language to
distribute themselves. Opening a
document or a template that
contains a macro virus will infect
your system, and the virus will
spread to other documents and
templates you may have on your
system.

The Trojan Horse covertly places
illegal, destructive instruction in the
middle of a legitimate program,
such as a computer game. Once you
run the program, the Trojan horse
starts to work, causing damage
while you are unaware.

Viruses hide on disks. When you
access the disk, the virus will infect
your computer. It then can spread
from one computer to another.
When you connect to Internet, you
have to make sure that AntiVirus
programs are working and are
updated.

Some of the indicators that your
computer might be infected are:

» When it runs slower than normal.

* When it crashes and restarts
every few minutes.

e It restarts on its own and then
fails to run normally.
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e When applications on your
computer do not work correctly.

¢ When you see unusual error
messages.

e When disks or disk drives are
inaccessible.

To protect your computer from

viruses, do the following:

e Use a high-quality anti-virus
program such as (Norton, PC-
Cillin, McAfee), and be sure to
update it regularly.

e Use it to scan any files,
programs, software, or diskettes
(even new software from a
commercial company) before
you use them on your computer.

If you do not have an updated

antivirus, do the following:

e Always scan your disks and files
after using them on another
computer.

e Do not share commercial
software with anyone. It is a
violation of the author's copyright
to distribute such material, and it
is a way to spread viruses.

o Always scan the files
download from the Internet.

o Always scan e-mail attachments
before you read them.

e Make a read only floppy disk
(files cannot be saved to the
floppy) by moving the notch to
the open position (i.e, you
should be able to see through the
hole).

e Make back-up copies of
important documents or files and
store them on separate diskettes.
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To enhance security in Windows, do
the following:

Ay W 3 wlile sue C'“'é % «Windows  fazdll ol (§
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Poblendlada e g (UL el 8345 (§ o e 1 31
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e Compress the folder

o Check it against viruses

o Publish the folder on the web
¢ Cut, copy and paste the folder
e Make a shortcut

¢ Delete it and rename it

¢ Hide the folder

o Share the folder to be used by
others

Illegal access to the computer

information  includes  copying,

modification and locking of the data

on the single computer, computer

systems and networks. The main

object of the illegal access to the

computer information is reachingthe

owner’s information and invading

his or her privacy right. Illegal

Access may cause the following:

e The Web site is deleted,
modified or corrupted.

» Unreasonable high traffic.

¢ The server replaced.

e Corporate networks will end up
experiencing virus attacks.

¢ You will receive e-mail threats.

e Your mail will become available
to an unauthorized party.

e Others will own your private
information.

* Modification or corruption of the
data bases and documents.
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Hackers are people who create or
improve programs and share them
with fellow hackers to gain
unauthorized access to computer
systems. You should do the
following to protect the privacy of
others:

e Use of Data: Decide whether the
data stored will be for one
person only or for a group of
people.

e Data should not be excessive
and should be relevant.

e Retention of Data: Data shall not

be kept for longer than
necessary.
e Disclosing Information: Data

should not be given for any
reason incompatible with its
purposes.

e Data Security.

e Right of personal access.
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Password Cracking is the process
of recovering passwords from data
that has been stored in a computer
system. A common approach is to
repeatedly try to guess the
password. The purpose of password
cracking is to help a user recover a
forgotten  password, to gain
unauthorized access to a system, or
(when used as a preventive measure
by system administrators) to check
for easily cracked passwords.
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Cryptography is the practice and
study of hiding information. It goes
under  mathematics,  computer
science, information theory,
computer security and engineering.
Cryptography is used in applications
which include the security of ATM
cards, computer passwords and
electronic commerce. It emerged
soon  after the  widespread
development of computer
communications. It is necessary
when communicating over any
untrusted medium, which includes
allnetworks, particularly the
Internet.

Encryption is the conversion of
data into a form that cannot be
easily understood by unauthorized
people. Decryption is the process of
converting encrypted data back into
its original form, so it can be
understood. In order to do that, a
correct decryption key is required.
The key is an algorithm that undoes
the work of the encryption
algorithm. Encryption/decryption is
important in wilrelss
communications. This is because
wireless circuits are easier to tap
than their hard-wired counterparts.
Nevertheless, encryption/decryption
is a good idea when carrying out
any kind of sensitive transaction,
such as a credit-card purchase
online, or the discussion of a
company secret between different
departments in the organization. As
the strength of
encryption/decryption increases, the
cost increases as well.
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Digital Signatures: A signature is . (5, 250) wlazdl 5253 G801 @ Letszdl 3 )l dT g
an authentication on a document o

that can be verified by anyone using ey il U0 /it Flide e a ) wd 5 Jo dezad
the public key of the signer, the o b gt s . C
message signed, and the signature e Ao (S AN pd Al Al ez Ao @31 4255

on the message. It is necessary to . . NPT se _om atp ok aifs  zwe
have the secret key corresponding to e bt 55 oi0 fw| o i @,}J‘ of 2lf3 il
the public key in order to compute ilslall oda 2l —n ey Ll dajsl e e e 2]l
the signature on a given message. i S ) o
Signatures can be transferred (ie., o~ e ST Lebuny Ayl 455 STV ol Tl 2501
their validity can be checked by .; . T . W i e >

anybody) and they are therefore d‘“’"m'iw! sy 'J“; Ll Sy, Jiped fs“'!
useful for contracts, receipts, etc. ‘éi i JUby Jw M Gl e aelo )N S Al

e hally aall Wl

1. Why do you need to backup your g 55 o J\| SULII e Lblas| s oli] J) 212 13U 1

data?
2. Compare between complete and Sl ol O gl
incremental backup.
3. Why should you use off site? A Pl Bl el o 0562
4. Why is it important to use

passwords to protect your S UL i Slde 2 U 3

computer data? ¢ I 3 .
5. Why might electrical surge e gl e ‘Jkkr"-‘

protection for your computer be a <UL Ll )J,-U -l |gr“;. e ndh U .4

good idea?

6. What are computer viruses. Sl okl Csuldl Jo 83 92 LI

7. How do viruses infect PCs?

8. How might you protect your PC Sl ol 2 L S
against virus threats?
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Commercial software is covered by & s+ 1) 5,2 Y &> (Copyright iSks & yi> ol )
Copyright. Therefore, you have to ~ ) . ’

pay for the copyright and register to 51 (Lol 31 e 5l s uls o) 2 1 fuy o520 0L UL

have the license to use it. You . L ) o )
should do the following according = SIS L I a8y V] Lol of L 58 ol Lo

tothecopyrightlaw: ‘fLG ! Er—.!&ﬂ)l | 'jwefﬁbTﬂ:LFaé_nﬂuﬂﬂﬁ

1- Software should be copied only =5 &blx! 7S Lgaldsen Lo &2 JI ol 31 — ol -1

for back up. s B il i d
2- Sharing or lending software is . i
not allowed. 055 I3 OY el - LSl Sl iz Al ale] G2 Y -2
3- Copying the software over the e g JELy ol LAY 45 e
network should be done under
the terms of the license

agreement. a5 by s a2l ol

4- Software piracy is deemed a . . L. I
s Lenns Lemis o3 orms fuill b Lgbey gl dl 20 3 0] -4

.- 5- Copyright legislation is also 0P gl Gl dg G Lty
S applied to shareware and e Gl ol i e e AU B i wolay 5 0] -5
LB3e Ll Al ey B ols )

3 freeware.

g

When you buy software, you v Jgmadl Ly 4 SU G- e Jgeadl Lz i 6l 2 ey Y
purchase a license to use this ' "
software but the copyright is not «
included. There is a license L, : 1l oiin ic s 'J‘L“JJ»'-'.;H»J'\%OT( el e
agreement that is written on the ) ) _ i ]

package carton or in the software © Y *s Licensing Agreement rt.xa:...\'l.g aalall 5 il
] documentation or with the software L5 o ol 3 e L dlal Foi Jdp el s 4L

; itself. There are two types of et = Al e A a5 3l

R ol by o da s Jl edd (License plascul) Las

| e Lol G ol odn anl oSSy 2l Joad e L3LA1 e
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1- Single User: The purchaser can
install the software into only
one computer.

2- Site License: The purchaser can
install the software into multiple
computers the number of which
is specified by the license
agreement.

An End-User License Agreement-

(EULA). 1is a legal contract between
the manufacturer and the end user of
an application which contains details
about how the software can and
cannot be used. It also contains any
restrictions that the manufacturer
imposes such as prohibiting the user
from sharing the software with
anyone else and the number of copies
that the user can make.

Some Licenses require the user to
contact the manufacturer while other
licenses require a signed agreement or
an acceptance card, and some other
licenses require the user to accept the
agreement after the application is
installed by clicking on an acceptance
form that appears on the user’s
monitor. This last method is typical of
applications that can be downloaded
from the Internet.

......................................................................................................................................

of &= 14a :Single user license a1 )| piadl Lot -1
R Al gl e et T gt 2 1 ke
oSN gl » 5 :Site License plass Y] sdaze 4..4_’-) -2
Moy ol e e Lo L2 1 o e g A2
AL 058 Of o sl Lanll 0da sy clast JI 3 ase

sl i Wl s e sue ol L2

Jdic :End-User License Aggrement r.b‘-.:....ll lax, il
S Lome 35 sl o5l b pasdly 221 ple by 56
L2 L L e axieS (£ Y Loy d 52 L) Al el

At ) ey e ) A e oy T o Y1 e
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PP P PO U 3 [PRE I JOPS -
Ll cplas Nl by 5 IS (5922 il Jood s i)
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Every program has its own .| . j| tane iy (Product ID b 4 pa 055 4 el
unique Product ID. Some : 1A fgh oy dln S

software require from the user to < =l Sy Ll M 3 IS sl oS O &l

enter the ID number during the
installation process. You can
recognize the Product ID for
every application as follows:

ok Lo ol Gt JS e

1- Click the File tab and then  (]-6) |l Ll .File wils cyss iads oo Help i (7

click Help.

2-The Product ID appears 3 About Microsoft Word Jaul i£ I 4yps o5, 4k w

under About Microsoft Word

section. It gives information ' dl sl Q-’J):“J A G i Sl glas e g 22

about the owner, copyrights
and the Product ID number.
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Some applications include a JUss] e o Vg _G_,L_',J}_]l, Lo pa ol oo Bl Hliny

registration card to be filled and

e-mailed by the user. S LaS (UG Sl ol pmall J) Wla )y & gllall UL

Alternatively, you can register
online. This will help the owner

Y e el

know the exact version you ey C““ i P';) . @.}“ o6 @'_31"@‘-‘.'-‘3,—3 et Ladzeg

bought, and you will be able to

have the upgrades of the new i e Jgasdl Majn 0550 LS az i3l gl jlao)) 4o

versions for free or with less cost.

If any damages occur to the bt gisll Gl pdis 265 . 1 Ll of Lle 21 ol lusl

original files, the owner might be
able to help you.

Commercial  Software:  Any
software you buy, which is usually
licensed to the user, will have
various conditions related to its use.

Shareware: Software that is
distributed freely via the Internet or
CDs for a tryout period before
making the purchase. After that,
some functions may be disabled.
Paid-up users may get additions and
free updates.

Freeware: Software that is
distributed freely. No payment is
expected. Authors may ask for
feedback to improve the next
version. It is copyright software.
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Public Domain Software: Its
ownership has been relinquished to
the public, freely available and
without any copyrights.

Open Source Software (0OSS) is
defined as computer software for
which the source code and certain
other rights normally reserved for
copyright holders are provided
under a software license that meets
the Open Source Definition or that
is in the public domain. This permits
users to use, change, and improve
the software

Most of the texts on the Internet are

copyrighted. Some Web sites that
publish photos, audios and videos
allow users to download files for
freee. When you read Free
Download or Download from Here
or Click to Download, this means
that you can download the file. If
you attempt to save files using the
Save Target As option, you have to
make sure that you are authorized. If
this option is enabled you can
download. You can find out whether
or not a file is downloadable by
clicking on Properties from the File
menu.

........................................

= ‘Public Domain Software isli Ll 4l Lalal w2 JI
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contains
information about individuals, then
you have a moral and legal duty to
treat that information with respect.

If your computer

Government
agencies, ...
amounts of information
individuals in the society.

departments, credit
etc. often hold wvast
about

T
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Implications of Data Protect Act:
e The information should be
treated fairly and lawfully

e The information held should be
used in compatible with purpose

o Data should not be excessive in
relation to that purpose

e Personal data should be accurate
and kept up to date

e Personal data should not keep
for longer than in necessary.

The following data types are
excluded from the ethics above:

e Data for national security
protection.

o Data of retirement salaries.

o Personal data for personal or
family purposes.
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The electronic mail is a program
which enables you to transmit and
receive messages over the Internet. 315 AT g aneas Lig » Ulge andly o LSS cllzg

2 L - RS RN PR ) LR

The ethics of using the e-mail are as
follows:

ol el LSy ail e Sy W ) s o
e A sl Ol e Al I 2S5 3 e il ] Jo

toods Lo 3 2SO o sl liscilootal opmy Mgk o3 4
st le oo SV Al e e SRR

Do not try to crack other e- ous gl i wilse Glisl o Wl st Gl JSE Y @
mails. )

Write a title for your message, S o) Al Sl e CU“J ‘;"Jf‘ﬁy' Sl de
and keep it short as much as you S U KPR (BN
can. Watch your words and O U g8

reread the message before send 4351 (OGN 18 5 anad 555 OF J sl 3 Sdlu J Ul e oo ®
it.

If you do not have time to reply, Ayl g L) erlos denbadl ol Jf
send a short message teeling the ;. « L. i £ o8I T LT @
sender that you will reply as ST Ao 27 0 ety e o5 {0
00N as you can. 31 3 Lo sy oy W adla) OF Ju M F 6 as
If the e-mail system you are .
using  belongs to  your =i
organization, do not use it for {. .| , Lok szt ol 3y 2SN 0 dl S5 @
personal matters. =3 ’

Always check your e-mail. sl il U aadses N g o )
Do not use the e-mail to send - . . - y ;
irises o othisrs :_5—'\-9‘_}—“')“ r"".yd’J"rWL"_’éJJ‘gy‘JJij ,.a;hr_s'l «
Check attechment files and |7 A5G g a5 Y & Blu gl e el o>y i)
messages  using  anti-virus i i _ i

software before opening any (o O3 el p3las e
message, especially if the sender &

is unknown.
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Recently, many of the crimes
committed as a result of using the
Internet include: illegally copying
software, stealingd funds through
electronic  transfers, = computer
sabotage by bomb mails, (which
destroy the information or crash the
computer) and in order to obtain
confidential information. Several
studies have agreed on the
importance of the following Internet
ethics:

e Do not copy software and files of
others without their approval,
unless the files were free.

e Do not use the Internet to send
letters to others in order to
disable their computers.

e If you want to publish
information or news, first make
sure it is right and do not use
obscene language.

* Do not access, send, or display
offensive messages or pictures.
Harassing, insulting, defaming,
or attacking  others are
prohibited.

* Hacking or attempting
unauthorized access to any
computer is prohibited.

e Do not violate laws of the forum
or the social site you registered
in.

e Do not use the Internet in to
spread news of others.

e Damaging computers, computer
systems, or computer networks
are not allowed.
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Software piracy is the illegal
distribution and reproduction of
software for business or personal
use. Piracy can take the following
forms:

sl ang misis o oo iSoftware Piracy ol Jl &0 3
Blny il el o8 03 e 6T g 5 033 o gl Al
l.g..»JS.bL.pJ.EﬂwayTSJ&
» User Piracy: This occurs when a  ,L3) ».l G piil pLd 2 plie Ul 3 (e D0 5 @
user reproduces and distributes e f f f
copies of software without being
authorized to do so.
® Hard-Disk Loading: This occurs

when a company that sells new
computers loads illegal copies of

AN e m 5 a5 00 (Ll
i ol pls i e iy kel ol 5Y1 o el ®
Las o b e Jramt O puld 552 Y Daidl Sl dnlall

software onto the hard disks to ‘=—ls*! L2 @ el ol ] e C;"J?—” "
make_ the purchas_e of the P
machines more attractive. "

e Internet Piracy: This occurs
when software is downloaded
from the Internet.

o Software Counterfeiting: This
type of piracy is the illegal
duplication and  sale
copyrighted material with the
intent of directly imitating the
copyrighted product. In the case of
packaged software, it is common
to find counterfeit copies of the
CDs incorporating the software
programs, as well as related
packaging, manuals, licence
agreements, labels, registration

cards and security features.

Plagiarism is stealing a person's

of

e Wb ozt e b e ot i S e o il @
Llon o 20 3L OT e 2ST5 O gt S e Y
J) ool g |3 e il iy Bale] SIS 5 el
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U W) ST &, Plagiarism 4, Saly 20oV1) &l oo
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ideas or writings, Hence, one
should write down the name of the
Web site and the name of the person
who wrote the article.
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A Site License is a type of software
licensing agreement that grants the
purchaser permission to use
software on a network on a single
site, with an unlimited number of
end users. Usually, this type of
license allows you to copy and use
software on multiple computers at
one site and is more expensive than
purchasing a single copy but less
expensive than purchasing a copy
for each computer at the site.

Copyright Infringement is the
unauthorized use of material that is
covered by copyright law. Types of
copy-right infringement are:

¢ CD-R infringement, which is
the illegal copying of software
using CD-R recording
technology.

¢ Commercial Use of Non-
Commercial Software, which is
using educational or other
software.

¢ Counterfeiting, which is the
duplication and sale of
unauthorized copies of software
in such a manner such as to try
to pass off the illegal copy as if
it were a legitimate copy
produced or authorized by the
legal publisher.
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Hard-Disk Loading, which & el e o e el Gdkall Ge 3l e el @
occurs when an individual or

company  sells  computers Led Ll o Al e Lo 1
preloaded with illegal copies of
software.

Internet Infringement, whichis 5 g S Yl gl o J“‘ rea_uYl e ‘g.xazﬂ -
the illegal uploading of software

to the Internet so that anyone can a5 a1 03
copy it.

Softlifting, which is a neologism 3oy L2 JI ¢ & Softliftin Bl st allas o
invented by  anti-copyright 0 JJ i ol
infringement advocates, and is a 2= AL Lay oy g G 03] 095 854l sde Lo

term used to describe when a . . o . .
person purchases a single =5 51 Josdl ¢35 4] PG e sllas] fro plaseaVl

licensed copy of a software A go2 ol g ol Lnased 332 e C‘UJ‘“
program and loads it on several ’ =
machines, in violation of the

terms of the license agreement.

Unrestricted  Client Access - . |S geban, et o)l ol e &2 1 |of @
Infringement, which occurs

when a copy of a software oilgr e sl ‘_;L" J =l @L—“
program is copied onto an

organization's server, and the

organization's network "clients"

are allowed to freely access

software in violation of the

terms of the license agreement.

84



