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4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?
[ ]
[

Personal account

u Work or school account

POy trer (Google. Facebook, etc)

(D When you are signed in with your personal account, all
stored passwords, addresses, and other autofill info
will be available on this device.
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Scan QR code

Your account provider will display a QR code

Or enter code manually
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NHAT KIND OF ACCOUNT ARE YOI

Personal account

Work or school account

JO} Gitner (Google, Facebook, stc)

(D When you are signed in with your personal account, all
stored passwards, addresses, and other autofill info
will be available on this device.
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Scan QR code

Your account provider will display a QR code

Or enter code manually
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WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

Other (Google, Facebook, etc.)

(D When you are signed in with your personal account, all
stored passwords, addresses, and other autofill info
will be available on this device.
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Scan QR code

Your account provider will display a QR code

Or enter code manually
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MOE SSO LOGIN STEPS — ENGLISH GUIDE 2

2.1 Newly Created Accounts - First Time Login

Description:

This scenario describes the steps for a user to login through the
SSO platform after being created as a new user and receive SMS
with the account details.

User’s Types / Personas:

- MOE Staff
- Education Staff Technical / Principals
- Education Staff Admin / Staff

- students with Azure AD account

Conditions:

- User knows his newly created email account through SMS or
service desk.

- User is first time to login using this account

- No password has been set for the created user yet.

Detailed Steps:

creation.

The below steps will be followed by a user which are newly created by the IAM system:

1. Once the user receives the below message from the IAM system confirming the user

4+

bl elad] @isdl | pasicall giiie

I G moesta. ocal

for authentication.

2. User Type integrated application URL (Ex: Faris, Khadamati, or Noor URL) and select the
right option to login through SSO.

3. User will be redirected to the Ministry of Education (MOE) single sign on (SSO) login page

4. User will have to enter the email address provided to the captcha and click on Next.

Classification: Internal.
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5. You will be redirected to Nafath application for validation, this step has to be completed
within 60 seconds (one Minute) before the session is invalidated from Nafath.
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6. Reset password page will be displayed where you will be prompted to set up the new
password

Py

AL el 5 7028 ©

7. TOTP registration page using MOE authenticator will be displayed where you will need to
download the “Microsoft Authenticator” application from Apple store or Google Play.

Classification:

Internal.




8. In the first screen of the mobile application, Click on the “+” icon

= Authenticator G

&

Authenticator Passwords Addresses Verified IDs

9. Select the option “Other (Google, Facebook, etc, )” in to add MOE account and scan the
QR code from the screen:

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Wiork or school account

. Other (Google, Facebook, etc.)

(D When you are signed in with your persanal account, all
stared passwords, addresses, and other autafill info
will be available on this device.

10. Allow the Camera usage and Scan the QR Code

Classification: Internal.



Scan QR code

Your account provider will display a QR code

Or enter code manually

>
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11. TOTP “Time-based One-time Password” will appear on the screen of the mobile
application under “MOE” name:
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Authenticator Passwords Addresses Verified IDs

12. After a successful validation of the TOTP, End User license Agreement/Consent Form will
be displayed, click “Accept” button

a=sll Jo=all

peilinke | pEally gl gl A0 - ] b 20349 i il

13. You will be redirected to integrated Application requested on first step.

2.2 Existing User - First Time Login

Description: This scenario describes the steps for Existing MOE Users o login
through the SSO platform after for the first time using their
existing accounts (Active Directory / Azure AD)

User’s Types / Personas: - MOE Staff
- Education Staff Technical / Principals
- Education Staff Admin / Staff

- students with Azure AD account

Classification: Internal.



Conditions: - User knows already exist in MOE federated repositories and has
an active account.

- User has his username and password handy.

Detailed Steps:

1. User Type integrated application URL (Ex: Faris, Khadamati, or Noor URL) and select the
right option to login through SSO.

2. User Enter his AD/Azure email address OR registered National ID (National ID or
Residency ID) along with a valid captcha and click on next
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3. User Enter his (AD/Azure AD ID Password) and click the button “Login”:
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4. After successful user credential validation, user will be redirected to Nafath application for

first time validation, this step has to be completed within 60 seconds or 1 minute before the
session is invalidated from Nafath.
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14. TOTP registration page using MOE authenticator will be displayed where you will need to
download the “Microsoft Authenticator” application from Apple store or Google Play.

15. In the first screen of the mobile application, Click on the “+” icon

= Authenticator @ 5F

&

16. Select the option “Other (Google, Facebook, etc, )’ in to add MOE account and scan the

QR code from the screen:

Classification: Internal.




Add account

i

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

Other (Google, Facebook, stc.)

(D When you are signed in with your persanal account, all
stared passwords, addresses, and other autofill info
will be available on this device.

17. Allow the Camera usage and Scan the QR Code

Scan QR code

Your account provider will display a QR code

Or enter code manually

>
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18. TOTP “Time-based One-time Password” will appear on the screen of the mobile
application under “MOE” name:
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Authenticator Passwords Addresses Verified IDs

19. After a successful validation of the TOTP, End User license Agreement/Consent Form will
be displayed, click “Accept” button

20. You will be redirected to integrated Application requested on first step.
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2.3 Existing User - Normal/Regular Login

Description:

This scenario describes the steps for Existing MOE Users o login
through the SSO platform after for the first time using their
existing accounts (Active Directory / Azure AD)

User’s Types / Personas: - MOE Staff

- Education Staff Technical / Principals
- Education Staff Admin / Staff

- students with Azure AD account

Conditions:

- User knows already exist in MOE federated repositories and has
an active account.

- User has his username and password handy.
- MOE Authenticator is installed and configured with MOE TOTP

Detailed Steps:

1. User Type integrated application URL (Ex: Faris, Khadamati, or Noor URL) and select the
right option to login through SSO.

2. User Enter his AD/Azure email address OR registered National ID (National ID or
Residency ID) along with a valid captcha and click on next
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3. User Enter his (AD/Azure AD ID Password) and click the button “Login”:
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4. After successful user credential validation, you will be prompted to provide the TOTP code
from the MOE Authenticator app. Enter the code shown in the MOE authentication (This
action needs to be completed before 10 minutes):

pulcill ajlig

illjay Jo
MOE Authenticator § ,ali S ya; Jios]

123343

5. Open “Microsoft Authenticator” mobile application

6. TOTP “Time-based One-time Password” will appear on the screen of the mobile
application under “MOE” name:
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Authenticator Passwords Addresses Verified IDs

7. You will be redirected to integrated Application requested on first step

Classification:

Internal.




2.4 TOTP Reset — New Device registration or Device Lost/Stolen/Damaged

Description:

This scenario describes the steps for Existing MOE Users to
perform in case of their TOTP device being stolen/damaged/lost

User’s Types / Personas:

- MOE Staff
- Education Staff Technical / Principals
- Education Staff Admin / Staff

- students with Azure AD account

Conditions:

- User knows already exist in MOE federated repositories and has
an active account.

- User has his username and password handy.

- MOE Authenticator was installed and configured with MOE
TOTP | the device which was lost/stolen/damaged

Detailed Steps:

point: 3).

®

1. User needs to contact the helpdesk team by dialing the helpdesk Phone number (refer

Help desk will collect the user details and verify if the user is a legitimate user.

Post verification helpdesk team will de-register the TOTP for the user (i.e) All the devices
which have the user TOTP configured will be removed.

Help desk team will notify the user of the de-registration.

User Type integrated application URL (Ex: Faris, Khadamati, or Noor URL) and select the
right option to login through SSO.

6. User Enter his AD/Azure email address OR registered National ID (National ID or
Residency ID) along with a valid captcha and click on next
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21. User Enter his (AD/Azure AD ID Password) and click the button “Login”:

Josll i

sl s gl Josl et

* ) AlSTTO = @dovL. b moe govse)

( gl dalf Jos] ©

gl I aS1al) - b by 202810 s el e

22. After successful user credential validation, user will be redirected to Nafath application for

first time validation, this step has to be completed within 60 seconds or 1 minute before the
session is invalidated from Nafath.
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23. TOTP registration page using MOE authenticator will be displayed where you will need to

download the “Microsoft Authenticator” application from Apple store or Google Play in the
new device.

24. In the first screen of the mobile application, Click on the “+” icon

Classification: Internal.
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25. Select the option “Other (Google, Facebook, etc,)” in to add MOE account and scan the
QR code from the screen:

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

0]

Other (Google, Facebook, etc.)

(D when you are signed in with your persanal account, all
stored passwords, addresses, and other autofill info
will be available on this device.

26. Allow the Camera usage and Scan the QR Code

Classification: Internal.



Scan QR code

Your account provider will display a QR code

Or enter code manually
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27. TOTP “Time-based One-time Password” will appear on the screen of the mobile
application under “MOE” name:

Classification: Internal.
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Authenticator Passwords Addresses Verified IDs

be displayed, click “Accept” button
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29. You will be redirected to integrated Application requested on first step.

28. After a successful validation of the TOTP, End User license Agreement/Consent Form will

Classification: Internal.
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3.2 Helpdesk Contact Details in English

If you encounter a problem accessing the system:
e You can contact the school principal
e Orcall 19996

Classification: Internal.



