&
SVU

Ay gud) AZeS| FaN | A naloxll
SYRIAN VIRTUAL UNIVERSITY

Prtei| QA:\.AJL\

o> o33 Za ) Al




) 3 Aadia

o> o3l Zla 5S4

Ayl Fguial Y] Amalal) ) piia (0
2018 Ao sual) A pall &y ) ggenl)
(CC= BY— ND 4.0) G591 lan — Calpall ol — g sl gL Aiad y and y pite L) T34

https://creativecommons.org/licenses/by-nd/4.0/legalcode.ar

At e A il Al Al B Bl A5 51 5 Bl 5 438 ey ) T3 ot il 038 o s ool G
s Y1 IS8 e Lo Calgall Cay of e s e BELEY) axe 5 QUSI e Joanill ate ay 5 @lld g iy jlad ye

2018 gy suall A jall 4y ) sgandl Ay ) sl dpual JBY) Aaalal) il ) sdiie (e ¢ il A dadia ¢ 0 5ll s

https://pedia.svuonline.org/ 4xslall dc s sa (o Jranill i 5ia

Cryptography

Salah DOWAII

Publications of the Syrian Virtual University (SVU)
Syrian Arab Republic, 2018

Published under the license:
Creative Commons Attributions- NoDerivatives 4.0 @ @
International (CC-BY-ND 4.0)

https://creativecommons.org/licenses/by-nd/4.0/legalcode

Available for download at: https://pedia.svuonline.org/



https://creativecommons.org/licenses/by-nd/4.0/legalcode.ar
https://pedia.svuonline.org/
https://creativecommons.org/licenses/by-nd/4.0/legalcode
https://pedia.svuonline.org/

Y e, ol el '2'

Y e, shalite ZUday ydial)))
VE e, dpadail) ~laal) 3 )lalite ypadall ()

L TR Jlaiayl el o

Y O Bl jpalill o

YV S paadall g Sladaral) (331 jual) o

YA e Aol bl 5 jhlite il (Y

LI R Aaal) UK @l il o

YA Abaall Gla dlaall (380 ) jalia o

€t e Clshanall i (T
Y Dlizall d0iy o
TR Dlaaall Jalas o

O O e pdiial) Dldanall pdd5 jlma( €
O e AES Ll 40y o

L AES = Aalall dpzaly Il Al o

B e O gaill «fe

N S bl ke 3 o

A4 sl )la\_u.d\ C\_as.d\ Gl Hadia e\qa_wl_\ i) o

VA e, hlie je AUy padall | ¥
Ve bl je FUbey padill 8 daaia(o
AY e 5 il Aalall efiall o0

AN Anadl 3 olad) saa gl al gill o

AN e " yedall AuEal 5al ala o

I S RSA il allai o

A e zilaall 3 0] 5 4y sell ot g Jalsall, ¥
e e el an 5 il ST
Y e, Jila 1 Jals o

L R Asedl e el o
0 et ————————— il aal 5(Y
R S SHA-512 <



YooY
Yot
Y.0
A%
A%
A

AR

AR

AR
\RRY
YYY

yyAa
AR
YYe¢

.................................................. ol QLS o
.......................... g0l ae o gladll DY S5 g 0 o
........................................................... il 5 5131()
.................................... 3_halital) iiliall oy 5 55 o3
........................................ dalall eailaall m ) giege
...................................................... ol g

Aaalal) @\)A\_o






.Confidentiality L4
.Integrity L
.Authentication ®
Cryptography
A
Attacks 2
Security Services 3
Security Mechanisms 4
Steganography Cryptography : 5



Security Goals

.Confidentiality

Integrity



‘Availability

Attacks

Security Attacks

Confidentiality Integrity Availability
I I

|
=

ez

Replaying



:Snooping

.Traffic analysis

-Modification

-Masquerading

:Replaying

:Repudiation

:(DoS) Denial of service
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Snooping
Confidentiality Traffi vsi
raffic analysis

Modification

Masquerading

Integrity Renlav
eplaying
Repudiation
Availability Denial of service

.Passive Attacks

-Active Attacks



Services and Mechanisms A4

International Telecommunication -

Union -Telecommunication Standardization Sector (ITU-T)

A
2
ITU-T (X.800)
.Data Confidentiality L
.Data Integrity °®
:Authentication / °
.(Peer entity authentication)
.Connection-oriented communication
(Data origin authentication)
.Connectionless communication
:Nonrepudiation ®

Proof of origin

Proof of delivery



.Access Control

ITU-T (X.800)

-Encipherment

Steganography Cryptography

-Data Integrity

(Short checkvalues )

-Digital Signature
Private
Public Key

Key

-Authentication Exchange

.Traffic Padding



-Routing Control L

-Notarization ]

:Access Control ]

.PINs Passwords

.Routing Control Encipherment

Data Confidentiality

Digital Signature Encipherment

.Data Integrity

Data Integrity

Digital Signature Encipherment

.Authentication Exchange

Authentication /

Data Digital Signature

.Notarization Integrity

Nonrepudiation

Access Control

Access Control




Techniques 5

.Cryptography A1
.Steganography 2
Cryptography
Cryptography

Encryption
Decryption
.Symmetric-key encipherment A
Asymmetric-key encipherment 2
.Hashing 3
Symmetric-key encipherment
Secret-key
M E
P e P @
Ks Ks
Symmetric Symmetric

10



Asymmetric-key encipherment

Public Key

.Private key

‘ Bob's Kg, 1 Bob's K
, »
Public Private
Hashing
Fixed-length message
digest
H(M)

;
@Mﬁ M+ HM) [Mm ‘Cﬂmpare‘ [’1
H(M)—> EJH(M)
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Steganography
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Symmetric-Key Encipherment
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Objectives

Substitution
.Transposition
Block Stream cipher
.cipher
Introduction A
- - —
P C P
Ks Ks
L] ]
S el Symmetric
Ks Ciphertext C Plaintext P
Ey (x)
Dy (x)
Dy (x)  Ex(x)

Encryption :C =E, (P)
Decryption :P =D, (C)

Dy (Ex (X)) =E (Dy (X)) =X

15



Bob
P Bob .Alice

Alice :C =E, (p)

Bob:P, =D, (C)=D, (E, (P)) =P

)

Bob Alice

David Alice

m
(mx(m -1))/2

16



Substitution Ciphers .2

V4 T D A
6 2 7 3 (9 0o )
.Monoalphabetic ciphers A
.Polyalphabetic ciphers .2

Monoalphabetic Ciphers

C ) C )

Additive Ciphers

Caeser ciphers Shift ciphers

z a )

z A )

17



Plaintext —» alblc

(o}
w
—
i}
=
—
.
B8
=
=]
=
=]
—
s
=
=

w(X|y

Ciphertext—» A |B |C|D|E|F|[G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y

Value —»|00|0102|03(04(05[{06{07]08|09{ 10|11 |12(13(14[15|16{17|18|19|20|21(22|23|24

235

Z 26
(z,={0123..,n-1} 25 0

.ZLog Bob Alice

| C={P+K )mod 26 ~a—— —t P=(C—K Jmod 26 |

[ ' ' [
A (R | | -——— I
Encryption  [C C| Decryption

-

Liphertext

Alice L R Bob
P F
————d - —————— R
|H? ?_-'-{I

-Alice P Bob P

Pp=(C -k)mod26=(P +k —k)mod26=P

K=3, P = RUNAWAY
E(RUNAWAY) >  UXQDzDB
D(UXQDZDB) >  RUNAWAY

Multiplicative Ciphers

18




Al

-

ice

Plaintext

C=(P=K ymod 26 t—r—

%

Plainte:xt

r

| |
| K Ki o
? ?_‘l—"" C=(P=K )Jmod26 |
|

Bob

[ ——

Encryption |C C| Decryption
Ciphertext
-2 26
A7 15 11 9 7 5 3 1 ] 12 Zoye
.25 23 21 19
Z 26 26 *
1

ol1lz2]3]a|s e[ v sl tolm|az]oaf1a]as]16]a7| 1819 20[21]|22]23]24]25
ojojJojoflofloflololo|lolo|lofjofloJoloJolo|lo|lo|o|o|ofofo o]0
1ol alz2fsflals|e|7|a]|o[ro0fnm[12])3]14]15]16]|17 |18 |19 20|21 [22(23| 24|25
2ol 2 alelefwli2]talwe|e[20][22[2a4]0]2]a]6]8|10]12]14][16[18[20]22]2
Jlo) 3|6 |9 121518 (2 |24 )1 | 4 [F |10 |1F3|16]19 | 22]25) 2| 5| & |11 |14 17| 20| 25
4 |0) 4| & 12|16 | 20|24 2 | 6 (10 [(14|1G]22] 0 [ 4 )6 [12)|16 |20 )24 2|6 10|14 15| 22
5 10 5 1015|2025 4 [ 9 (1419243 |8 131823 2|7 12|17 )21 |6 11162
B | 0) 6 12|18 |24 | 4 [10 |16 | 22| 2 | & (14|20 0 [ & 12|15 |24 | 4 (10|16 [22] 2| 5 | 14|30
T | 0) 7 |14 ] 2|9 [16[23]) 4 [ |18[25])6 |13 ]200 1 | & [15)22]| 3 (10|17 |24] 5 |12([19
§ 10) 8 |16 | 24| 6 |14 [ 22| 4 [12]|20] 2 1045 0 [ & J16 | 24| 6 |14 (22 4 [12]20]| 2 | 10]18
S 10) 9181 (1019 2 |11 |0 3 (122 ] 4 J13[22) 5 [14|23]| 6 (15| M| 7 |16]25] & |17
1001020 4 |14 | 24| 8 |18 ) 2 |12 | X2 |6 |16 ) 0 1020 ) 4 |14 24| & (15| 2 |12 ]| 22| & |16
M o) 2] 7| 18] 3 (1425 (10|21 | 6 |17 ] 2 |13 (24| 9 |20] 5 |16]1 |12[23] & |19] 4 |15
12|0f12|24|10]22| 8 [20[6 (18] 4 |16]|2|14]o[12|24|10]|22]|8|20]|6[18]|4|16] 2 |14
13/0)13Jo|13|of13[0f13]0|13|0f43 /o 13|03 o130 13| 0 |13]0[13]| 0 [13
14|ofi4| 2|6 a|18[6|20[8 [22|w|a|12]o 14| 215|486 |20[s|22]10]24]12
15/0f15| 4 |19|8 |23[12[ 1 (16| 5 |20|9|2f13|2|17|6|2]|10]25]|14[3|18|7 |22]|1
16|oflw|6|22|12)| 2 (188 [24[1a|4|w|1w|of16|6|22]12]|2]|18]| 8 [24]14]4a]|20]10
iwlof17| 8 |25|16) 7 [24[15[/6 [23|14]5 |22f13| 4 |2n|12]3]20]1]2[19|10)1 18|89
1 ofjis|10]2|20)|12[4[22({14]6 |2¢|16]|8 |o|18|10| 2]|20]12]|4 |22(/14|6 |24]|16]8
19|of19|12| s |2¢ |17 103 [22(15|8 JA 20 |13|6 |25|18]|11]|a|23]|16[9|2|21]|14]7
20/of20[1e4]8 |2 ]|22({16[10[ 4 [24|18]12]|6 o 20[14]s]|2]22]16]10]a]|24]18]12]8
|0 A |16 )11 | 6 )1 [22 )7 (12| 7 |2 |23|18]13[ 8|3 | 2419|149 | 4 [25|20|15]10]| &5
22\0) 22|16 )14 |10 6 [ 2 |24 |0 (16 (12| 8 |4 |0 |2]18 14|10 6 |2 )24|20]|16[12) @ [ 4
23| 0) 23|20 )17 |14 |11 [ & | 5 | 2 |25 |22 (19|16 |1F[10]| F | 4|1 || |E6[|15]|12| 8|6 | 3
24\ 0) 24 22|20 |18 |16 [14 |12 10| & | 6 | 4 | 2 | 0 [24)32| 201§ |16 (1412 [10] & | 6 | 4 | 2
slojasjg|a|R| AN [HN(19(8] 17 (16151413 ({12]11 (0] 5 | & | 7 |65 )4] 3] 211

19




K=7, P = hello
E(hello) > XCzzu
D(XCzzU) > hello

Monoalphabetic Substitution Ciphers

Plaintext —»| a | b | ¢

(=%
e]
—
=]
=
—
-
8
=
<
o
£
-t
w
-

Wl X

Ciphertext —»IN|O|A |T|R|B|E|C|F|U|X|D

e}
()]
=
-~
]
<

“runaway” 2> “HJGNPNS”

.one-to-many

N D

i K; )k = (Ky, Ky, Ks..)

20




.Autokey Cipher

C :C1C2C3"'
k :(kl’Pl’PZ’)

Encryption :C; =(P; +k;)mod 26

Decryption : P, =(C; —k;)mod 26

-Vigenere Cipher

m
1<m<26
P = P1P2P3
C :C]_C 2C3
K :[(kl,k2,...,km),(kl,kz,...,km),---]
Encryption :C; =(P; +k;) mod 26
Decryption : P, =(C; —k; ) mod 26
Key: “python”
Plaintext: “rabbitwithbigpointyteeth”
Ciphertext:
al|b]|b i t w i t h b i g|lp| o i n t y t e

21




:One-time Pad ]

Ciphertext: NZAKBMK

Possible Vigenére keys: wtnkxmm and nlvwker

Ciphertext: NZAKBMK NZAKBMK
Possible keys: nlvwker wtnkxmm
Plaintext: goforit runaway
-:Enigma Machine ®

Lampboard

.-"‘L
"B L% |

JGeE =
Plugboard

Reflector  Slow  Middle Fast
rotor rotar  rotor

LI
DD."ID
DD"ID

Keyboard

22



-Fast rotor
26 -Middle rotor
26 x 26 = 676 -Slow rotor
Cc
26

20

25
23

23

26

25
23

i N X



33

N<XxS<CHOWITODUVOZErARe—IHTMO

26 x 26 x 26 = 17,576 L4
T T T T T T
24— 21||26 20111 8|A 9 AR3I— 13||76 —201|11 —— 8
25~ 3111 11| 2 ~18 | B B |24+ 21 1112 18
26— | 15]|2 6|3 26|C +» C|25 3|2 6|13 26
1 1(13 4|4 17D D|26 15113 4114 17
2 19(]4 15]|5 ~20|lE-» E| 1| |4 15]|5 20
3 10||5 3||6 22|F Fl2 19115 3||6 22
4 14 ||6 147 10|G G|3 10(|6 14||7 10
5 —26 | | 7— 12]|8 3|H H|4 14| |7 12||8 3
6 20| |8 23119 13 [ 1= | |5 26((8 2311971 13
7 8|9 5((10 1" J J |6 20|19 51|10 11
8 16 (|10 16| 11 41K K|7 8|10 16|11 4
9 7111 2|(12 23|L L|8 16| [11 2|12 23
10 22|12 —22(|13 5(M M|9 7|12 22(|13 5
11 4113 19||14 24N N|10 22|13 19]|14 24
12 111114 11|{15 810 ol 41114 11|15 = 9
13 5[5 18||16 12|P P12 11{[15 18(|16 12
14 17|16 25|17 251Q Q13 5|16 | 25||17— | 25
15 9|17 | 24|18 16 (R R|[14 17|17 24|18 16
16 12|18 13]|19 19|s sli5 s|n8 13([19 19
17 23|19 7(120—  6|T TH6 12|19 71120 6
18 18|20 10(] 21 15(U uprz 23|20 10| 21 15
19 2(|21 8|l 22 21| v (ALT: 18|21 8||22 21
20 “—+ 25|22 21|| 23 2w W19 2|22 21| 23 2
21 6|23 gl| 24 Tlx X|20 | —25]||23- all24 7
29 =24||24 26|| 25 Ny Y121 6|24 26(|25 1
23 13|25 171|126 14|z Z|z2 — 24||25— 17]|26 14

\

ZErARcc—I0O0TmMO0ODE

EiCHWﬂD??

N < X
v

Medium Medium
Fast rotor n:ﬂur Slow rotor Fast rotor : rﬂ lu Slow rotor

24



Transposition Ciphers

"MMTAEEHREAEKTTP"
m E e T
m E a T
t H e P
a R k

25




(Blocks )

Encryption 3 1 4 | 5 | 2 A Decryption
¥ 1 2 | 3|4 |5

"Enemy attacks tonight"

ightz kston attac enemy

HITZG TKONS TAACT EEMYN

M"EEMYNTAACTTKONSHITZG"

26



-Stream and Block Ciphers

.Stream Ciphers

P = PP,P, -
C=CC,Cy-
K =(ky ko, ks,-)
Ci=Ex1(P)
Co=E2(P)
C3=Ey3(P3)-
-Block Ciphers

27



Modern Symmetric-Key

28



Objectives

.Product ciphers

Modern Block Ciphers

:Binary files

n bits nbits |— Plaintext blocks

Common Block Sizes:

n= 64,128,256 bits Key

K bits
Common Key Sizes:

K= 40,56,64,80 128,
168,192,256 bits

ciplertext blocks —=| n bits n bits

.Substitution or Transposition
.Block Ciphers as Permutation Groups

.Components of a Modern Block Cipher

29



2" n

Group

.Full-size key cipher

30



Full-Size Key Transposition Block

n! Permutation Tables

n!

Full-Size Key Substitution Block

Permutation

.Encoding

2n

2"-1 o

Permutation Group for full-size key

31

n
[log, n!]
Decoding
-Decoding
n
2"-1
1
Encoding
1
2"!

.Ciphers

.Ciphers

:siphers



(

.Composition Operation

-Partial-Size Key Ciphers

64

log,(2%1)~ 20
2270 256

Permutation Group for partial-size key

Composition Operation

DES )

56 DES

( ) DES
56
:siphers
(
Subgroup
)

-Keyless Ciphers

32



Modern Block Ciphers

(P-boxes )
(S-boxes

Straight

.Compression

33

"boxes

°

"boxes

A
A
2
3
A4

P-Boxes
Expansion



n!

.(m=<n)

(m>n)

Invertibility ®

S-Boxes

S-Boxes

Linear S-boxes
Xo1X1s-o Xy -

Yo:VYireooYm

34



y1=F1(X1, X2, %)
y2 =f2(X1,X2,...,Xn)

Y =Fm (X, X0, Xp)

Y1=a11X; DX, @@ gy Xy
Y2 =81X1 D8y X, @@y n Xy

Ym :am,lxl®am,2x2@"'®am,nxn

Invertibility

Binary Functions

AND
® Plaintext: 1001101110101100
® Key: 1101100011001010
® Ciphertext: 1001100010001000
AND
® Plaintext: ?2€1 0
® Key: 0

® Ciphertext:

Binary Functions

XOR (Exclusive OR)

35



P K C=P®K
1 1 0
1 0 1
0 1 1
0 0 0
Flaintext
- Key
ciplertext
.C=P®K P =C ®K
C=P®K K P must be:
1 1 0
1 0 1
0 1 1
0 0 0
| [s]
Plaintext Plaintext

:

—1 | Key —» | |
A
ciplertext ciplertext
Decryplion
XOR
8
Encryption:
Plaintext: 10010101 00100110 01110101
Key: 10100110 10100110 10100110
Ciphertext: 00110011 10000000 01010011
Decryption:
Ciphertext: 00110011 10000000 01010011
Key: 10100110 10100110 10100110
Plaintext: 10010101 00100110 01110101

36



XOR

.K=P&C
Diffusion
Confusion
Product Ciphers
Diffusion
.Confusion

-Diffusion ®

.Confusion L]

°

Adds Confusion
l Y
Substitution S Substitution
Plaintext —» permutation | * f—— permutation —= Ciplertext
Substitution
permutation
'
Adds Confusion
Key
:Rounds ®
.Round
Key generator Key schedule
N N

37



.Middle text

| round 1 r round 2 | | round n ]
P» Spﬁ?-,: / _H_'__-_ iu;ﬁn: / —""—l_' R S;;ri: o _|_._... c
roundfl{ey 1 roundTKey 2 roundArKey n
Sul:kstt pErm Suhslt pertn Sut:w:'itTr perim
’r T +
Main Key K

Classes of Product Ciphers

DES Feistel Ciphers

Non-Feistel Ciphers

AES

Modern Stream Ciphers

()

P =PP,P;---
C=CCLCy-

K =(ky,kp ks,
Ci=Ex1(P)

Cy =Ex2(P,)
C3=Ey3(P3)-

38



-Synchronous Stream Ciphers

-Nonsynchronous Stream Ciphers

39



Data Encryption Standard (DES)

40



Objectives

.DES o
DES °
.DES ®
Introduction A
DES

-History
NIST 1973
.1975 DES IBM
( 56 )
( )
) Triple DES DES
DES AES ( DES
DES Structure DES 2
.Feistel 165 P-Boxes

48

41



-DES

64-bit plaintext
Y DES
Initial permutation
I
Round 1 = K1
n il —
- 48-bit | S
I B
ka 5
Round 2 -~ On
48-hbit & [T
: e
: =]
K1g 5
Round 16 - E
| 48-bit
Final permutaion

Y
B4-bit ciphertext

Initial and Final Permutations

-DES

Imitial
permutation

Final
permutaion

64

64

42



Round

58

58

58
58
(a) Initial permutation {IP)
58 50 42 34 25 18 10 2
50 52 44 15 28 20 12 4
62 54 16 38 30 22 14 &
64 56 48 40 32 24 16 ]
57 K11 41 i3 25 17 -] 1
55 51 43 as 27 19 11 3
61 53 45 a7 29 21 13 5
63 55 47 19 31 23 15 7
(b) Inverse Initial permutation {IP'1}
40 - 48 13 56 24 64 az
s 7 47 15 55 23 63 3l
3s & 46 14 54 22 &2 30
a7 5 45 13 53 21 29
36 4 44 12 52 20 &0 28
35 3 43 11 51 19 5% 27
34 2 42 10 30 18 38 26
33 1 41 9 48 17 57 25
.DES
Rounds
Feistel
32 hits 32 bits
L RI -1 LI -1
1-1 R1-1
R L
Mixer
.Swapper

43



.XOR
FRLK)

DES Function

48 DES
32 R
A
2
3
4
In
I
¥ 32 bits
Expansion P-box
l 48 bits
XOR H: —K4( 48 bits )
5 - Boxes l A hts
5§55 5|55/ 5 5
,l 32 bits
Straight P-box
| 32bits
Out
Expansion P-box
48 32 R,
R|—1 16
4 6 4 8
From bit 32 From hit 1
32-bit input
CLLLT LLI.T) LI T, LLI T LLILT LT LIT LLLT]
[FIF¥¥I¥] [P ¥[F] PNV [FIVIVI¥I¥T] [FIFVIFIFIY] [FIV¥FI¥[¥]7] [FNI¥I¥I¥]7] FIVF Vv

48-bit output

44



32 1 P 3 4 >
4 5 6 7 8 o
8 g 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
.’ 25 26 27 23 29
28 29 30 3 32 1
Whitener (XOR)
XOR DES
S-Boxes
DES
4 6
48 bits mput
Array of 5-Boxes
32 bits r::utput

16 4

bit 1 bit 2 bit 3 bit 4

45



5]

53

Sy

S5

Ss

Sg

14 4 13 1 2 15 11 5 3 10 [ 12 5 2 1] 7
o 15 T 4 14 2 13 1 o & 12 11 9 5 3 g
4 1 14 g 13 6 2z 1 15 1z 2 7 3 10 5 0

15 12 g = 4 9 1 7 3 11 3 14 10 o -] 13

15 1 8 1+ 6 11 3 % 9 7 2 13 12 0 s 10
3 13 4 T 15 2 B 14 12 o 1 10 -3 2 11 =]
0 14 7 11 L] 4 13 1 5 g 12 & 9 3 2 15

13 3 10 1 3 15 4 2 11 & 7 12 0 5 14 9

10 L1} ] 14 ] 3 15 5 1 13 12 T 11 4 2 g

13 7 o 2 3 4 & 10 g 5 14 12 11 15 1

13 &6 4 9 8§ 15 3 o0 1 1 2 12 5 10 1 7
1 10 13 L & 9 ] 7 4 15 14 3 11 =] 2 12
7 13 14 3 0 6 8 10 1 z 8 5 1 12 & 15

13 g8 11 5 ] 15 o 3 T Z 12 1 10 14 9

10 L3 2 L1} 12 11 7 13 15 1 3 14 3 2 8 4
3 15 0 6 i ] 1 13 ] 2 4 5 11 12 7 2 14
2 12 4 1 7 10 11 (.3 5 5 3 15 13 o 14 9

14 11 2 12 < 7 13 1 5 (1] 15 10 3 2 g &
4 2 1 11 10 13 7 E 15 g 12 5 & 3 0 14
11 B 12 7 1 14 2 13 (] 15 0 9 10 4 5 3
12 1 10 15 9 2 & 8 0 13 3 3 18 7 5 1
15 4 z 7 12 % 5 6 1 13 14 o0 1 3 8
o 14 15 5 2 8 12 3 T L] 4 10 1 13 11 &

< 3 2 12 9 5 15 10 11 14 1 7 -] Q g 13
4 11 2 14 15 ] 8 13 3 12 L] 7 5 10 [] 1

13 o 11 7 4 g 1 10 14 3 5 12 2 15 s &
1 4 11 13 12 3 7 14 10 15 & &8 o 5 8 2
65 11 13 B 1 4 w0 7 9 5 D15 14 2 3 12

13 2 B £ & 15 11 1 10 9 3 14 5 1] 12 7
1 15 13 8 0 3 7 4 12 5 & 11 0o 1 9 2
7 11 4 1 9 12 14 2z 1] L3 (1] 13 15 3 5 s
2 1 14 7 + 10 8 13 15 12 o a 3 5 ] 11

Straight Permutaion
(11 Permutation Funchon (P
16 7 20 21 i 12 28 17
1 15 2 26 5 18 k)| 10
2 g 24 14 32 x 3 ]
19 13 30 (-] 22 11 4 25

46




Cipher and Reverse Cipher

16

16

g4-bit ;:ﬂi‘lt&ll

uondioag

8l PNy Gl punay

Z punoy L oy

- TR S S
1 .

-

o
' [ 1 ' [ [
[ [ 1 i [ 1
' [ 1 ' [] [
[ [ 1 i [ [
[ [] 1 [ [ 1

L] L]

.
Sl T
=

B4-bit ciphertext

ks
k

B4-bit plaintext

.........

------------------

+Ris

84-bit ciphertext
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Key Generation

16

48

56

56) 64

8 +

(Parity bits

oy with

o

£
P
-

0

[+

[= 8

=]

g _
==
= h...
= =
L] —
L.
A A

JojBlauan) Aay-punoy

}

ol

=

£

(1]

;) ]

. | m

o |w |&

b = (V4]

ll BE=

=] og

= (]

=

1]
0
£
]
&l M

e | g

Shift left

Shift left

*za bits

2% bils *

%] A ]
= = =
Fal Fa] 0
j=+] =] w
4441 AH.:. 4:
- ~d r.m
5 S
(= < W.
vy B =
o] T e o
= =
= = m
=) o [u]
/4 44 4

-Parity Drop

(64 32 24 16 8

64
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57

10
19

49
58

11

41

59

17
25
35
44

63

14

55

13

47

6l

23
30
37
12

6 9 2 1

28

-Shift Left

56

Round number
Bits rotated

]

It

(3]

Tt

[

(]

(3]

10

[~

11

[ 2]

12 13

[
3

14

15

16

.Compression Permutation

48

58

14
15
26
41
51

17

52
45
53

11

16
3l
33

1%
20
55
45
36

]

36
32

DES Analysis DES

49
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Meet in

DES

DES

.(Triple DES

(a) Change in Plaintext

(b) Change in Key

Number of bits

Number of bits

Round that daffer Round that differ

0 1 0 0

1 6 1 2

2 21 2 14
3 35 3 28
B 39 4 32
5 34 5 30
6 32 6 32
7 31 7 35
8 29 8 34
9 42 g 40
10 44 10 33
11 32 11 31
12 30 12 33
13 30 13 28
14 26 14 26
15 29 15 34
16 34 16 35

50

(middle
DES

Avalanche Effect

)



.DES

16 Differential Cryptoanalysis
247
.DES
DES Linear Cryptoanalysis
( )
2% S-Boxes
.DES
56
-DES
112 1998 Chips
120 (1977 ) 3500
DES 56

Multiple DES DES

51



P | 64-bit piaintext | B4-bit piainiext | P

pES | . Ky f DES‘
cipher ' : reverse cipher
= Ir & =
< ¥ o
= =
= M| 64-bit midlle text 64-bit middle text h ?
i &
5 1 & &
!lr |
DES |, .|  DES
cigher “ reverse cipher
A
L. | 64-bit cinherext 64-hit cipherext | L

Possible ciphertexts « | After applying Kqand Ko

'Possible ciphertexts <——— After applying K

2% 2% (2% :
256
Ks
E(E(P, K1), K2) = E(P, K3) J

DES
256 X 256 = 2112 K2 K1

Meet in middle '

Ki

52



K

"Il try all K, and P | 64-bit plaintaxt

store the results in
another table™

|

Encryption

Table of all possible M

created by encrypting P -

u-u—kz—e—h-

°
°
Bd-bit plaintext | P
DEB mpr
reverse cipher 'l try all Hz
and store the
results in

another
tabla"

2

Decryption

DES
reverse cipher

Table of all possible M ‘

*Now Il Compare the two created by encrypling P
and look for any matches”

K4

1010001...10 0110100...01

"These

1010001...10 1100110...00

M

I

L

e §)

Ko

53

"50 this

might
be K4

and K"



Encryption

L

C | 64-bit ciphertext

56 x 2%

DES

DES

64-bit plaintext

DES
reverse cipher

Y

DES
cipher

d—é—kz—h—

qf—k1—h

64-bit plaintext

-:—k1—h'-

DES

64-bit ciphertext
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(Advanced Encryption Standard AES)
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Objectives

.AES °
AES °
.Key expansion process g
Introduction i
AES
.2001 National Institute of Standards and Technology (NIST)
-History
."AES ! DES NIST 1997
128
256 192 128 :
1999
.Rijndael ®
.Serpent °®
.Twofisk L
.AES Rijndael NIST 2001
Rijndael
128 AES -Security L

56



14

12

10
256

192

256 192

.Cost

-Implementation

AES Structure AES

128
128

57
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128-bit plaintext AES
i. Y e 2o JSIN A Npdadll daat
Pre-round . gl
h'ansfcllrmatiu O all 2o ARl ALyl
Round 1 : R
I Nr | Key size
Round 2 10 128
: 12 192
Round Ny 14 256
(slightly different) Relationship between
i. number of rounds
128-bit ciphertext and cipher key size
128-bit plaintext AES )
i‘ e ;}a;hﬁ;:‘ﬂhtﬁﬁjyul;}ﬂ
Pre-round :'idl Jebs crws A3 AES
h'ansfcllrmatin Fudl pda e Gllad Laadtial
R AES-s AES-128 ) cleaal
oun 8
sl = | B e laall
Round 2 10 128 - &= ml_uf'd e "‘:'u g
P 162 JE Jskal Flea <o 128 J sk 300N
: il gaf g alall el Sllees
Round Ny 14 256 g bl 5 yay
(slightly different) Relationship between
+ number of rounds
128-bit ciphertext and cipher key size
128-bit plaintext AES " )
¥ Round Keys aany oY gall bl el 24 5 5 e
Pre-round _(128-bits) Sl iy a2 e amle uy
h'ansfcllrmaliu kg Ciphertext Key Pk Lo bl 028 e s
=7 (128,192,0r256 bits
Round 1 = & ( ) Kok kg, Ky
: k1 2 Nr | Key size
[
Round 2 - ™ @ 10 128
Z p-
‘ : < 12 192
Round Ny 14 256
(slightly different) k Relationship between
| M
¥ number of rounds
128-bit ciphertext and cipher key size
AES
.State Block Word Byte Bit J
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T
b,
lhl'z
2 b, b b b.
-_b'I:bD by b; b, by b by hT]_.F b, ---- 4 |bs b by ---- 42 D43 bDyg byg
bs
b b be
b7
Byte b Block
B S50 S04 Soz  Soga
o
B, S$10 B4 Bi2 S43
-_..[Eﬂ & EZEE’]_‘ B L S20 S21 Sz2  Sas —ll-[wum 5 Ws]
w W B, S35  S34q S33  Sag
w
Word State
AES
16 .State
(S) 4x4
) 1x4 Src

59




Round

State E

1
| SubBytes |

.

State ﬁ

| shiftRows |

-

soe

| MixColumns |

}

State ﬁ

| AddRoundkey |-—

State ﬁ

by By By By by bs bs by DBy Bg Byg By iz by big bys
Block

| Simod 4,14 <+— block; |

: v

Soo=by So1=bs So2=b; Soa=by M M
Sin=bhy S14=bs Syz= S,3=b
State 1w0=0y S11=D0s Si12=1hy 1,3=043
Szo=b; Szi=bs Sz2=b, S2:=by
S;a=by S31=b; Ssz=h,, Ssa=bs e e
' Insertion and
[ blocky,y <— S; | extraction flow
Block
by by bz by by bs bg by by By byg byq biz bz bis bys
—Round key

Tet{ A E S USESAMATR RIXZZ,

Hexadecimallﬂﬂ 04 12 14 12 04 12 00 OC

00 13 11 08 23 1919 |

00 12 0OC 08
04 04 00 23
12 12 13 19
14 00 11 19

State

Structure of Each Round

.AES

Transformation (

Pre-round transformation
.AddRoundKey

MixColumns

60



) AddRoundKey InvMixColumns  InvShiftRows InvSubByte

AES Mathematics AES 3
AES
.Modular Mutliplication A
.Modular Mutliplication Inverses 2
.Galois Fields 3
.Galois Field Inverses 4
Non-linearity ®
°
°
.(@*b)modm : m b a

7 1

x 0 1 2 3 4 5 6

olJo|Jo|OoO]|J]O]|]O]|O]|O

1|0 1 2 13| 4| 5|6

2 10| 2| 4|6 1 3|5

310 ]| 3|6 | 2]Ss 1 4

4 10| 4 1 | S| 2] 6| 3

5101 5 3| 1|6 | 4| 2

6 0 & 3 4 3 2 1

(@*b)modm =1 : amod m b

.b=atmodm

61



.(@*b)modm :

5=3'mod7 ‘2

3x5=15mod7 =1

L |

0 | None

L

wry

ol

L |

L |

o«

L]

L

iy

wh

Lo |

L}

L |

L |

L |

(2]

Ll

none

none

none

none

0

2

4

6

) m=2"

m=2"
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256

63

256 AES
:GF(23)
000 | OX*+0x +0 0
001 | Ox?+0x +1 1
010 | OX?+ 1x +0 X
011 | OX®+ 1x +1 X +1
100 | 1x?+0x +0 X2
101 | 1x*+0x +1 X%+ 1
110 | 1x2+1x +0 X2+ X
111 | 12+ 1x+1 | x®+x+1
(1 o ) coefficients
.mod 2
X2+ X +1 X2
+ x+1 - (x+1)
X2+ 2X + 2 x2-x —1
2
- X“°+0x+0 P+ x+1
= X
.2mod2=0 —1mod2=1
n P
( 1 )
P=x+x+1 GF(2%)



AES GF(2°)

.P8:x8+x4+x3+x +1

'Pi XPJ mOdPn
.N
P, xP; —x* " xP,
GF(2%)
000 001 010 011 100 101 110 111
* 0 1 X r=1 © =l ™+ X o
000 0 [1] [1] [1] 1] [] u 1] [1]
001 1 0 1 X T+1 T r+l r+X E+1+l
010 X 0 X x> Baex X+l : Fex+l #al
011 x+1 [1] r+1 Eax e+l Eax+1 = I X
10 & v x K+l rex+l X X =+l !
101 ®+1 0 4+l 1 = X P+x+l X+1 r+x
:!'1':' Cax v Lex Tyl L £+l X+ 1 1 x
111 Fers+l [ *aX+1 rsl X 1 +X P X+l
101 110
110 2 x* + x
011> x+1
O +x)(x +1) =x3+2x% + x
=x3+X 2mod 2=0
x3+x)mod (x3+x+1)= x3+Xx
- XC+x+1
-1
=1-Imod2=1
bixb=1: b L GF(2") b
.GF(2")
GF(2°)

001 | 010 | 011 | 100 | 101 | 110 | 111

001 | 101 | 110 | 111 | 010 | O11 | 100
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GF (2°) AES
8 4 3

Pyg=x"HXTHXTHX+1 L g
S- SubBytes L

Boxes
MixColumns ®
°

Transformations A4

AES
.Substitution A
.Permutation 2
.Mixing .3
.Key-adding A4
Substitution
DES AES

Byte

:SubBytes

.2 hexadecimal digits

4x4

65



16
S-box

:SubBytes

0 1 2 3 4 5 6 7 8 9 a b c d e £

0] 63| T7c| 77| Tb | £2 | 6b | 6£ | c5 | 30| 01 | 67 | 2b | fe | A7 | ab | 76
llca| 82| c9| 7d| fa| 59| 47| f0 | ad | d4 | a2 | af | 9c | a4 | 72| O
2| b7 | £fd| 93 | 26| 36 | 3f | £7 | cc| 34| a5 | e5| £1 | 71| 48| 31 | 15
3/ 04| 7| 23| 3| 18| 96| 05| 9a| 07 ) 12| 80| e2 | eb | 27 | b2 | 75
4/ 09| 83| 2¢c|la| 1b| 6e| S5a| aD| 52| 3b | d6 | b3 | 29 | e3 | 2f | B84
5/ 53| dl1| 00| ed| 20| fc | bl | 5b| 6a | cb | be | 39 | 4a | 4c | 58 | cf
6/ d0| ef | aa | fb | 43| 4d| 33| 85| 45| £f9| 02| 7£| 50| 3c | 9f | a8
x 7| 51| a3 | 40 | 8f| 92| 9d| 38| £f5 | bc | b6 | da | 21 | 10 | ££ | £3 | d2
8| cd| Oc| 13 | ec| 5€£| 97| 44| 17 | c4 | a7 | 7e| 3d| 64 | 54| 19| 73
9| 60| 81| 4f | dec| 22| 2a| 90| 88| 46 | ee | b8 | 14| de | 5e | O0b | db
alel| 32| 3a|0a| 49| 06| 24| 5¢c| c2 | d3 | ac| 62| 91| 95| e4 | 79
ble7| c8| 37| 6d| 8d| d5 | de | a9 | 6c | 56 | f4 | ea | 65| Ta | ae | 08
clba| 78| 25 | 2e | 1c| a6 | bd | c6 | eB | dd| 74 | 1f | db | bd | 8b | 8a
d| 70| 3e| b5 | 66| 48| 03| f6 | De | 61 | 35| 57 | b9 | 86 | c1 | 1d | 9e
elel| £8| 98 | 11| 69| d9 | 8e | 94| 9b | 1le | 87 | €9 | ce | 55| 28 | df
fl8c| al| 89 (0d| bf| e6| 42| 68| 41| 99| 2d | 0Of | bO | 54 | bb | 16
InvSubBytes
¥

0 1 2 3 4 5 6 7 8 9 a b = d e f

52 |09 [ 6a |d5 | 30 | 36 | a5 | 38 | bf | 40 | a3 | 9e | B1 | £3 | 47 | fb
TJe |e3 | 39 |82 |9 | 2f | £f | 87 | 34 | Be | 43 | 44 | c4d | de | e9 | cb
54 | Th | 94 | 32 | a6 | c2 | 23 | 3d | ee | 4c | 95 | Ob | 42 | fa | 23 | 4de
08 | 2e | al |66 | 28 | d9 | 24 | b2 | 76 | 5b | a2 49 | 6d | Bb | d1 | 25
72 | f8 | £f6 | 64 | 86 |68 | 98 | 16 | d4 | ad | 5c | ce | 5d | 65 | b6 | 92
G | 70 | 48 | 50 | fd |ed | b9 | da | 5 | 15 | 46 | 57 | a7 | 8d | 94 | 84
90 | d8 | ab (00 | 8c |be | d3 |Da | £7 | e4 | 58 | 05 | b8 | b3 | 45 | 06
dl | 2c | 1e | Bf |ca | 3£ |0f |02 | cl | af |bd |03 | 01 | 13 | Ba | 6b
3a | 91 (11 | 41 | 4f | 67 |de |ea | 97 | £2 | cf | ce | £0 | b4 | e6 | 73
96 | ac | 74 | 22 | e7 |ad | 35 |85 | e2 | £9 | 37 | eB | 1e | 75 | df | 6e
47 | £1 [ 1la | 71 |14 | 29 | a5 | B9 | 6f | b7 | 62 | Oe | aa | 18 | be | 1b
fo | 56 | 3e |d4b | cb | d2 |79 |20 | 9a | db | c0 | fe | 78 | od | 5a | £4
1f |dd |aB | 33 | 88 |07 |7 | 31 | b1 | 12 | 10 | 59 | 27 | 80 | ec | 5F
60 | 51 | 7£ | a9 | 19 | b5 | 4a |04d | 2d | €5 | Ta | 9f 93 | c¢9 | 9¢ | ef
al | eD | 3b | 4d |ae | 2a | £5 | b0 | c8 | eb | bb | 3c | B3 | 53 | 99 | 61
17 | 2b (04 | 7e |ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55 | 21 | Oe | 7d

L R N A R =] ] R e o T S e et =]

1101 0101 = row 13, column 5

1011 0110 = row d, column 5

03 - 0000 0011
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GF (2%) AES
8 3

Pg =x +x+x3ex +1

16 timas
O N ST |
| |
| |
| |
| |
| |
| |
] MMooo1111] ]
e 11000111 by |!
Zy 11100011 by [!
Meg|_ (1111 0001 by [!
fea|= 11111100 0% by
I |eg 01111100 bs |
| |Ce 00111110 be | |
e 000141110 by ||
I W b
| % |
: [da] [ea 1 '

d, [ 1 |
| d; 3 Q0 i
| dg = | Cy + I:I ]
| dq. = a |
| g: Cg : |

[
: s _C: 0 :
| d c ¥ i
| Iﬁ |
| I
| |
|l _ Y _ _ _ _ _ I
subbyte
Se
InvSubBytes . subbyte SubBytes
invsubbyte
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I 8
l . GF(2%)
|
: : P8:x8+x4+x3+x +1
]
|
: ( | 0016
I | bg 00100101 Cp | !
bl (10010010 [a |
izl |D1 001001 c |1
il (10100100 (6!
||y 0101400120 Gy |l (
| | bs oco0101001 s |
| g 10010100 Cg | |
kel D1 DO0O1010 cr X
b -1 c |
! ) | c
| N g
1 |
: E? gﬁ 1 | .d
I = ds ] I
| G- |dz|_| 0O |
| Cy d.q_ 0 |
| Cg d5 1 | .
| G| |de 1 | invsubbyte . GF(2)
| Er d? 0 |
I c d ¥ I
|
.
I I
| |
I I
fnasﬁbﬂﬁe ______________ .
Repeat invsubbyte = 5r¢ Permutation
AES
Shifting .DES
:ShiftRows
3 2 1 0
0
Rowshift
e O-0-0
Shift left
Row 0: no shift

Row 1: 1-byte shift
Row 2: 2-byte shift
Row 3: 3-byte shift

State

68



InvShiftRows

State ~ Il State
63 |Ca|FE |30
F2 63 |26 |F2
7D|D4 [Colco
D4 |FA| 63|82
InvshiftRow -

# Input: 63F2COFACIF2CI63IFEGITDE23026D4D4
® Qutput: 63F27DD4C963D4FAFE26C96330F2C982

Mixing
SubBytes
.Intrabyte
.Interbyte
4
ax + by + ¢z + dt —:El_ [ a b ¢ d | [ x ]
ex + fy + gz + ht —= e f g h y
= b
ix+ jy+kz+ it —=1] ik !
mx+nyt+or+m —-E m n I P t
New matrix Constant matrix Old matrix
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MixColumns

:InvMixColumns

OE OB OD 09
09 0OE OB 0D
01 o1 02 03 oD 09 OE OB
03 01 01 02 OB 0D 09 OE

c -l

02 03 01 0l

ar 02 03 01 Inverse

MixColumns

GF (2%) .GF(2)

Ps =xBxt+x3+x +1 J
8 XOR
-:MixColumns
MixColumns - -
Constant
Stale State
Key Adding

.AES
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N, +1 AES
128
32

:AddRoundKey
MixColumns

.MixColumns

:AddRoundKey

AddRoundKey = X

Key Word

Stale

Key Expansion

AES
128 N, +1 N,
128
.Pre-round transformation

(AddRoundKey)

4x(N, +1)

WO’W1’---'W4(Nr+1)—1J

71



12) AES-192 44 ( 10) AES-128

60 ( 14) AES-256 52 (
AES-128 44

Cipher Key kg Ky kg kg kg ks kg K kg ko kg kiq Kag Keg Kag Kas
L * Il i Il i I * |
L i L i 1rJ

o i e L e L e L e e 11

] 3 i .
[ T Ty L7 et S

[

Pl I

| A R T
B W Ch— W E— (W = W

(WoWyWows) 1
(43 i=1 wi) 2
Wi =W 1 OW;_4 imod4=0 °
t w; =t ®w;_4 I mod4=0 °

t =SubWord (RotWord (w; )) ®RCon; ,

ShiftRows RotWord @
( )
SubBytes SubWord @
4 . RCon ©
.AES-128
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round‘ RCon

1 01 00 00 00
2 02 00 00 00
3 04 00 00 00
4 08 00 00 00
5 10 00 00 00
6 20 00 00 00
7 40 00 00 00
8 80 00 00 00
9 1B 00 00 00
10 36 00 00 00

.6
Encipherment Using Symmetric-Key Ciphers
AES DES J
128 64
Modes of operation
Modes of
operation
| |
Electronic Cipher block Cipher Output Coiiar
codebook chaining feedback feedback ounte
ECB CBC CFB OFB CTR
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Electronic codebook (ECB) ®
n N
E: Encryption D: Decryption
P;: Plaintext block i C;: Ciphertext block i
K: Secret key
l:,1 PE PN I:"1 PE PN
n-bits n-bits n-bits n-bits n-bits n-bits
' ' . ! } t
K— E | K— E coe [K—a=| E K— D | K—& D | ---K—| D
Cy Ca Cn Cy Ca Cn
Encryption Decryplion
XOR Cipher block chaining (CBC) °®

XOR

n-bits

Y
TI.ﬂ
w5

il
-

74




E: Encryption D: Decryption
P:: Plaintext block i C,;: Ciphertext block i

K: Secret key IV: Initial vector (Cp)
P Py Py
| n-bits | |n-bih |
(V)@ ;-
K—» K
Cy
Encryplion
Cipher °
(AES DES ) .feedback (CFB)
XOR
CFB
Key generator Key generator
- -
Si *‘ """ Ci1 f By F‘ Gt
K| E K—| E
Ti ﬁ 5 Lt ﬁ
 K; (rbits) 5 K; (r bits)
= :a--w/’*» ros
P-" Encryption oF G Decryption Pi
CFB Output feedback (OFB) °
()
OFB
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.OFB

Key generator

Key generator

—Cnunter

XOR

Key generator

Counter (CTR) °

(V)

:CTR
Key generator

Counter

Insecure channel
Ci

.A5/1 RC4:
RC4
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256 1
256
A5/1 . A5/1 ®
64
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Asymertic-Key Encipherment

78



Introduction to Asymmetric-Key Cryptography

79



Objectives

.Trapdoor One-Way Functions

.Knapsack Cryptosystem "

.RSA

Introduction

n(n-1)

.Authentication

.Digital Signhature
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Ted Jennifer

HNDH L] L]
(343,159197) (12007) i

Encode ? T Decode

= . . P=1314
P=1314 L [c=1314" mod 150197]-S=23077, [o28 @ﬁ-md_15919?4?

(Kpy ) Public key

.(Kpg ) Private key

£l

A

; Puklic
Key pair - Copy of Bab's
generator Frivate Public public kesy

E?EW”?@

BobsKp, © TBob's _ -
i
List of other's |__ A ) g ||j
public keys Public Private
E=E(Kpy.P).
P=D(Kpg,E)"
Public and Symmetric Keys 2
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(Rca )

L ] ]
Publi Privat
KS — E public {Kq 1 KP”} "1;1 . HS
=, =3
H_‘_H_I;_-_H_‘h E = D R e
Es',-'n'me:l'iu: {P : K,-J P
L |
symmetric
Trapdoor One-Way Functions 3
One- way (x =f (y) )y =f(x)
-y =f(x) X 1
x =f ) y 2
-Factroing
N=pxq q p
Ja p n
(!
Trapdoor y =f (x)
y =f (x) A1
x =f (y) 2
-Factroing
N=pxq q p
q q p n
(h p q) p
) C =E(Kpy.,P)
(C Key P
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-Kpr

Knapsack Crypytosystem

Hellamn Merkle

.1978

d\lt.h.

Mathematical Description

X183y + X 98y ... X 8

=19, 12,2,7,5]
® s=11

® a

83



® x=[1,0,1,0,0]
® Sum = 1x9 + 0x12 + 1x2 + Ox7 + Ox5 = 11

X

Superincreasing tuple g =g +a, +...+@j_;

for (i =k down to 1) {
if(s>=a;}{
Xi = 1
S=Ss—q

}

else x;=0

}

® a=[2,3,6,12, 25,50, 100, 200]
® s=139
® Steps:
®139 <200 =>x8 =0
®139 >100 > x7 =1 s=39
®39 <50 —>x6=0
®39 >25 >x5=1s=14
®14 > 12 > x4=1s=2
®2 < 6 2> x3 =0
®2 < 3 >x2 =0
®2 = 2 >x1 =1 s=0
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b :[bl'b27""bk]

by 2by +by +...+b; 4

mod
N>by+by+--+by n
.Nn=25":

Relatively Prime r<n
()
(b xr)modn ()
r=7. ®

.t =b; xrmodn : t
b=[2,3,6 12> t=[14,21,17,9] : ®©
[3,2,4,1] . .a t Permutation

t=[14,21,17,9] > a=[17,21,9, 14] ®

n b
.r
r nb a
1001
.Xx=][1,0,0,1]
17x1 + 21x0 + 9x0 + 14x1 = . a=[17, 21, 9, 14]
.31
31 =
s=31
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T rTmodn °

r=7,n=25
71 mod 25 =18 (7x18 = 126, 126 mod 25=1)
's'=r txsmodn °
s =18x31=558mod 25=8
: inv_knapsackSum o
b=1[2,3,6,12]
8=1x2+0x3+1x6+0x12-> 1010
°
Permutation: [3, 2, 4, 1]
1010>1001
Bob

Key generation
T T T @) Select b = [b1.b, .....b,]
Select modulus n and r

Calculate a = [ 8,8y -8y 1

To public

Alice

g {b,r.n) I Private
f f

|
. Ciphertext,s| S =7 XS mod n ,
¥ — § = KnapzackSum (x,a) = X =inv_ knapsackSum (s , B} —x

Plaintext x = permute (x") Plaintext

Encryption Decryption

RSA Crypytosystem RSA 5

1977

MIT Ron Rivest, Adi Shamir, and Leonard AdIemanJ
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PGP SSH !

Modular
) n mod n .Exponentiation Function
( 309 1024
C =P®modn :Encryption °
cC P o
.e modulus n o
P =§/C modn :One-Way Function °
.C P
.P<n
d -Trapdoor for decryption °
P =CY modn
q p n ¢
:RSA . d o
Eve
Alice Bob
. =
o Exponential
P P=V/C mod n | complexity A T
e Palynomial Polynomial d
C=P modn  complexity complexity & =P modn
c c ct
RSA
512 q p L4

87



( 154 )

.n=pxq °
®(n)=(p-1x(q-1) .
gq p- n

e °

dl<e<d(n) ®

.@(n) e®
.exd mod®(n)=1 d =e‘1modCD(n) °
d .n e . ®

Public key: n = 159197 (from 397 x 401)
e=343 <€

Private Key: D =12007 = 343 - 1 mod 158400

led Jennifar

=

NO NO
(343,159197) (12007)

Encode Decode

P=1314 C=33677 7 P=1314
|—- C=1314"" mod 159197 ————"“»-p=33677  mod 1 591::3?4T
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Intergrity, Authentication and Key Management
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Message Integrity and Message Authentication
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Objectives

°
°
Message Integrity A
.Fingerprint
Hash Message Digest
.Functions

Message digest
Message {(fingerprint)
(document)

Checking Integrity
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.y=h(m) : M h

.y=h(Mm') : M °

.Preimage Resistance

°
.Second Preimage Resistance
o
.Collision Resistance
:Content Modification °
-Authentication ®
-Timing Modification ®

Timestamp
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Message Authentication 2

Message Digest
Modification detection code (MDC) "
.Meassge Authentication Code (MAC)

Modification Detection Code (MDC)

Alice ' |Bob
Insecure Channel

Hafh Hash _p.l;]

MDC Channel immune to change MDC

N

(M:Message) (Hash :Cryptographic hash function) (MDC: Modification detection l;-:rda:l| Reject

MDC

MDC

Message Authentication Code (MAC)

.MAC
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MAC

Alice

Insecure Channel

Bob

—»= Accept

|{M:Message] (MAC :Message authentication code) (K :A shared secret key]| RuLd

MAC

MAC

MAC

94



Hash Functions
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Objectives

°
®
°
SHA-512 ®
Introducation A
.Whirlpool SHA-512 J
Ilterated Hash Function
Compression Function
.n m m n
Merkle-Damgard
.Collision Resistance .Scheme
Criginal message Padding / length
n bits n bits n bits
M1 Mz LA M't
¥ ¥ L
m bits m bits
H
Message
Compression Compression Compression digest

funetion function

96

function



Secure Hash Algorithm

.Ron Rivest
MD5
512

.SHA-1 1995

M, ,M,,...,M, t

HLH, L H, t
.(Initial value) IV
H =f(H_,M.)
.h(M) :

Message Digest (MD)
.(SHA)

-Message Digest (MD) o

.MD2, MD4, MDS5 :

128
:Secure Hash Algorithm (SHA) L

.MD5 .NIST

SHA-224, SHA-256, SHA-384,

SHA-

.SHA-512

512
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(AES DES: )

Rabin Scheme

| Padded message: t blocks R
| n bits n bits n bits
M, M, P M,
m bits
[N P ﬂ H ¢
Encrypt Message
digest

Merkle-Damgrad

.meet in middle '

Miyaguchi-Preneel

Padded message: t blocks

n bits n bits
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XOR .Whirlpool

meet in middle '

SHA-512 2

.NIST .MD5 Merkle-Damgard
( 80) o
°
°

512
| Augmented message: multiple of 1024-bit blocks N

| Block 1 Block 2 Block N

1024 bits 1024 bits sen 1024 bits

function function function

512 hits
Initial 512 bits 512 bits eoe 512 bits 512 bits
value Message
digest
64 SHA-512
16
8 64
A, B,C,DEFH
| . 16 words, each of B4 bits = 1024 bits |
[ "
Message
block
| 8 words, each of 64 bits = 512 bits 0
Mjiziaﬁ?EABGDEFGH
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80 16

Wi 15 Wf|-15 Wiz er'-z
Block of 16 words = 1024 bits RotShift, o 2 (W, .15) RotShift,g gy 5 ( W2 )
Y . Y
=+
i R D e e A T s e i S s e e s .
' WD W1 e IIII"I"Ir15 IIlII""'II1E ML W i gkl 1W?‘EI' :
|

| RotShift, __(x): RotR (x)&b RotR_(x)p ShL(x) | | RotR, (x): Right - rotation of the argument x by i bits
| ShL ;(x): Shift-left of the argument x by | and padding the left by O's. |

XOR
Right rotation i bits
— | | | | |
RotShifti-j-k Right rotation j bits

- "
Left shift k bits -
{ adding 0's to end )

-+ |-a—|--—| 0 (0D |0 |0 | D

6A09E667F3BCC908
BB67AE8584CAA73B
3C6EF372EF94F828

AS54FE53A5F1D36F1
510E527FADE682D1

9B05688C2B3EGC1F
1F83D9ABFB41BD6B
SBEOCD19137E2179

I @ m m O O @ >»
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2,3,5,7,11, 13,

17, 19

Results of the previous block or the initial digest

[alelclole[Flo[H] N

: 80

L 4 L J v L 3 L 4 Y L d L 3

| Round 0 i, W

*¥ v+ v v v v ¥ ¥

|alBlc[D[E[F|G[H]

BETETRE .

-—
. (mod 2)
|A]|B[c[D]E[F]G[H]

F.:. | l'f" I .
ad'sag|+|+||+||+|+||r H[+] C i)
¥ ¥ ¥ ¥
[aTB]CIDIE[F [6]H] a Wi
Value for the next block or the final digest K.
|
80

64
Round
I#IBIGIDIEIFIGIHI

= _ L L L
— -\--\-"'-\- '|||F -\---\_"‘-- -\_\-"‘--_ T
[Seebelnw} l l l [Seel'.lelow} ] l l
B | ¢ | o | E | F | 6 | H |
Y X
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A B C HE F G

|
Majority Conditional 4
‘ (A,B,C) ‘ Rotate (A) ‘ (E.F,G) ‘ Rotate (E) ; K,
'
{4 f— l—' +
Mixer 1 ) Mixer 2
= —|— =
| B
. E S
X Y
(to A) (to E)
Rotate(x)

Rotate (x)
ROtRZS (x) @ ROIR34 (x) @ ROtR39 (x)

39 34 28

Majority(A,B,C)
I'"" bit of result = 1 if at least 2 of i"" bits of A, B, C =1

0 oherwise

A = 11001010
B = 01101001
C = 10011101

Majority= 11001001

Conditional(E,F,G)

I'" bit of result = i™" bit of Fif i" bit of E=1
=i" bit of G oherwise
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Digital Signature
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Objectives

RSA

Comparison

.Inclusion

:Verification Method

-Relationship

:Duplicity
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Process 2
Bob
B ooy
b ' ' 1

[ M: Message | 1

Signing | S: Signature ' Verifying :
algorithm : 1 algorithm :

1
s EEE (M.S) iyt il

Signing algorithm

.Verifying algorithm

Need for Keys

Bob

_________ " mmm——————
;EE_L M Alice's | i Alice's M
+ private key | M: Message | public key +
! . @ I
Signing | S: Signature I Verifying
algorithm : : algorithm
____|, ______ 1 -,"-.."IS] oo oo o *____
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Signing the Digest

T T Alice's | M:Message [ Ajces
I private key S: Signature I public key
| M 1 ] M
| 1 |
| 1 g |
: ®—= Hash —= Sign — :I- Verify =— Hash
| : |
It
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Security Services 3

Message authentication

.Nonrepudiation

Message confidentiality

Message integrity

[

®

Trusted ) " " °

.(Center
r________________l r————————————————l
M: Message |
M ey I _ M I
Alice’s ey | Alice's
+ private key : S: Signature : public key? + :
Signing : | Verifying :
algorithm | : algorithm |
[ |
+ Bob’ : : Bob's : .
Encryption '-_?public Lgsgy : | private hc—:y? — Encryption :
= |- ——————————— ! Encryption (M,S) oo _____ # .
RSA Digital Signature Scheme RSA 4
RSA
RSA
RSA
o
®
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Alice's
Allce private key
(signer)
= o
------ st
] I

.RSA

. Alice's
. I'u?assage public key
3: Signature Bob
(verifier)
(e,m)

I M
|
: : i

Signing

Verifying
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Authentication Procedures
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Objectives

Message Authentication
.Entity Authentication
.Passwords

Challenge-response protocols

Introduction A
Entity authentication
Claimant "
Verifier
Bob . Alice Alice Bob

:Something known
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PIN

:Something possessed

.Something inherent

Passwords

.Fixed passwords

.One-time passwords

Password File
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Bob

{verifier)
Alice — Password File
iRt — User ID Password
= = LR
- Alice Pa P
Alice ,Pass ——»——#
Yes
Pass = Same? —= Grant
P, : Alice's stored password lND
Pass : Password sent by cliamant Deny
Bob Alice A
2
.Alice
3
A4
Hashing the password
Bob
Alice (verifier) Password File
(claimant) — UserID | Password
| — i
g{ = . hip
I— Alice { }F'u. hI{P]IA
Alice ,Pass ——»——#
Pass h(Pass)

P, : Alice's stored password
Pass : Password sent by cliamant

Yes
(... ——= Same? —=Grant

lND

Deny
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Salting the passwords

.Salt

Password File
UserID Salt Password

Alice S,  hiPa|Sa)

r‘

P hiPass|S Yes
L T8 o | —=| h(.) hiPassiSe), Y, cant

Alice

lhtm Sa)

Concatenate
NO

Deny

One-time Passwords
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.Leslie Lamport

no n

Pi=h"""(Pg) .

Challenge-Response

114



Bob
(verifier)

Alice
{claimant)
KR a Encrypted with Alice-Bob secret key
Alice -
Re (2
KA'BG
RB =
Rg Alice Ka -
Eob
Alice [verifier)
(claimant) —
g Ka 6 Encrypted with Alice's public key —
Alice -
- Bob,Rg
Rg =
Bob
Alice [verifier)
(claimant)
Alice
== REI-

Bob Sig(Bob,Rg) —

Signed with Alice's private
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Key Management
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Key-distribution center (KDC)

.KDC
.Kerberos

Certification Authorities (CASs)

Public-Key Infrastructure (PKI)

Symmetric-Key Distribution

Trusted Third

117

Objectives

N (N —1)
N (N/-1) 2

.Party



Key-Distribution

.Center (KDC)

.Certificate Authority

Key-Distribution Center (KDC)

Ann g o !{_A{In_ s j':' T _'fﬁa_o{g_a_ gGeorge
I'{Tal:‘.l et KDC E Hiﬂuur

KDC A
2
Session 3
Seaaion Ticket Key
KDC
.Domains .KDC
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Simple KDC Protocol KDC

(Alice and Bob)

KaB

K, a Encrypted with Alice - KDC secret key T Session key between Alice and Bob
Kg @ Encrypted with Bob - KDC secretkey  KDC: Key - distribution center

pice 28 Yo

Alice A
KDC
Alice — KDC
—
Alice , Bos ——
2
.Bob Alice
Bob Ticket 3
Alice
Alice 4
.Bob Alice
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KDC

Alice — Alice 5
—
g Bob
Alice , Bog —»= Bob

<@ Alice |
HEG
?, Anm.Bm,T ‘9 '

|

T—.

Ticket for Bob

Kerberos
.Authentication Protocol
MIT
Authentication Kerberos
Ticket-granting Server (TGS) Server (AS)
TGS Server (Bob)
User{Alice) AS

—
=
—

% Koc| (T
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TGS

Alice AS

User{Alice)

Alice

A-AE
K as.tas
- A-TGS

TGS

Timestamp

AS Alice

Ka-Tes AS
TGS
. KA-AS Alice
as TGS

-8B

A-TGS

Alice
Ticket for TGS

Alice 3
-KA-AS

KaTes -

Bob

. KA—TGS

Ka’u—TGS a

Bob U

K
AS-TGS ﬁ T

Alice , ?

Ticket for TGS

Alice Kas

TGS 4

KA-TGS

KB-TGS

K#TGSG AB
Bob, ?

Ticket for Alice

Kras g ﬁ =
Alice , ?

Tickeat for Bab
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Kg-tes Bob

Kas Timestamp
Kas Bob
1-
R - —
T Alice , ?
Ticket for Bob
Ko
- e ?
Public-Key Distribution 2

.Public Announcement
.Trusted Center
.Controlled Trusted Center
.Certification Authority
.X.509

.Public-Key Infrastructures (PKI)

Public Announcement
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Trusted Center

pirectory |+ 1 |
i [ &

Trusted center
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Public-key

.Bob

Alice

Controlled Trusted Center

g{ T Bob's public key

-

Need Bob's key, T —_—

Need Bob's key,T,

Bob Alice
Bob .Bob
Bob
Alice
Alice | K,
Directory| : :
Bob | Kg |

519 gier(T)

Signed by cenler's
privale key

Certification Authority

(Bob ) .certificates
A
2
.(Bob
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Certification Authority (CA) Bob

.Certificate

Bob
Bob
Bob
Bob
.Bob
Alice | K,
Directory| - :
Boh I{L,.._ e CaA: Certification authonty
| — ) : Recording
. Bab
CA I=J|" ? e Bob's
g public key
———————————— ?-————————————— Applying . e
Issuing |- - - - - - - Bob's cerfificate. ™ F-------4------- - ---- Distributing
._H - . I
Signed with CA's private key 7. lopublic
X.509

X.509 ITU
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Optional

Version number

Serial number

Signature algorithm 1D

Issuer name

Validity period

Subject name

Hash

Signature . Signed

Subject public key

| Issuer unigue identifier

| Subject unique identifier |

Extension

Signature

-

) algorithm "~

algarithim Digest

Signed with CA's
Private key

-—— Hash algorithm ID + Cipher ID + Parameters

-

X.509

Version number '

) 2

Serial number "

Signature algorithm ID "

Issuer name "

Validity Period "

Subject Name "

Subject public key "

Issuer unique identifier "

Subject unique identifier "
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Root 1

A

Root 3

A

Extensions "

Signature "

Public-Key Infrastructures (PKI)

Root 2 |-==—

A

»| Rootd |<7

A

Xe——»Y J

[ Means X and ¥ have signed a certificate for each other
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| Request
verESign Validate | Equifaw::‘s cer‘lil'fll'cate e
public key signed with verisign key I:IE
Store l Validate Verisign
Equifax Bob's certificate
public key signed with Equifax key
Bob
.Verisign Alice Equifax
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Developping Secure Environment
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Information Security Policies
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Introduction

General Policies
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Conclusion
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