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Software Updater

It A ) Updated software is available for this computer. Do you want to
S install it now?

~ Details of updates
Install or remove Download

% security updates 1,3 MB
+ B @ ubuntubase 1,3 MB
7 other updates 1,7 MB
0 GObject introspection data for Muffin 137 kB

[ Lightweight window and compositing manager 29ks

[ Lightweight window and compositing manager (data files) 582 kB

[ Lightweight window and compositing manager (shared library) 992 kB

» Technical description

[8) 3,0 MB will be downloaded.

Settings... Remind Me Later Install Now

3 BLs g0 o p3> 09 oBissl e B3N Slylal e "Snaps'y Bysy Lo dlia
(Snap Store) ol y s s oz oy deb. dspay 56 Yo dpkg Slammesdl gyins g
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Installation type

This computer currently has no detected operating systems. What would you like ta do?

© Erase disk and install Ubuntu
Warning: This will delete all your programs, documents, photos, music, and any other Files in all operating systems.

Encrypt th new Ubuntu installation For security
“You will choose a security key in the next step.

Use LVM with the new Ubuntu installation
This will set up Logical Volume Management. It sllows taking snapshots and easier partition resizing.

Something else
‘You can create of resize partitions yeurself, or choose mulkiple partiticns for Ubuntu.

Inskall How
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TP-LINK

wes:  Disabled

Enable WPS Push Button:  Disabled

Enable WPS PIN:  Disable
Virtual PIN Number:

Physical PIN Number:

o e 590 Olgias 83l LSy ¥ 8y 28 IS dS Ml &Sl yg30 dalS 5 i el e
by g ol Eoiy IS Layeay po 85 ol (ot

@iloall DNS plaaiwl .1.3.6
bl gy g 87 | (DNS) SLBUAd! clawl doas Olagio asi plaserwl ol iSay
830219 cLijgnl s 3l adi 13Sag wely ol asgall S5y i sdlg i bl p8lgall Camog
13] (ol o0 Lgoing Laslali 281gall 03 ooy Olansdl 0ia pgdiw . Lg duame liyulg da¥gl

weliypal sy 8T asly of by pladl cogll mbdaia Lglbs

a5 gally @551 DHCPJI Jlas! Oilslael L6 Wle Slalacyl oia s g

TP-LINK' i g

LAN Settings

Note: If the LAN IP Address or the subnet mask has been changed, please ensure the DHCP Address Pool and any static IPs on the network are within the same subnet as the new LAN IP.

Group:  Default
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[0 Allow remote access (requires restart)
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computer on a secure firewall protected network.
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Bagandl youall dalS JBol (Y xaliydl clia Cdlagw
e bsolg dewdyl dgaloll I cadl blesdl wdl ddac ely >l ol Al cliSay
:"Configure a new Backup" y«s| a3 .4 Jrddl dailall 0 "Add Backup"

ryzenpe - Duplicati x

& 5> C (3 O hitplocalhost:B200/ngax/index htmi#/addstart 44 z 0 E Lz O :

h! E?tuphﬁiiit ‘ No scheduled tasks ‘ ]
eta

@ Configure a new backup

o f
1 O8 &

O Import from a file

Le 298 so50 &alS (e ] d8LoYL Lgho g9 dpblimdl &l gl LS (A el Sy
gy dralg dug8 5oy dalS plasuiul elde 1 Lu Y (ade 5o Lo e yaadl g o5 LS ¢0)
Lghai of Lo 810 el e @l s ¥ LS (elU3S dolyzndl el 14605 5 Jant s
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. DESKTOP-2IVOPUH - Duplicati X [ ==

Passphrase

Repeat Passphrase

(¢)= ¢ @ [@ [0~ locaihost8200/ngaxfindexhimi#/add PR meo e =
. - ad
. Dupllcat' No scheduled tasks 1] Donate
b' Beta
g Home
Genel
Name
Description (optional)
Encryption N in g

Lga3ss Mso ol Sagd i blomdl s wdll o355 olSo e Loy ol dyise w
iyl e Lguisd olSay of (Local folder or Drive) awai plball Ola s asf Lo

:lyy.¢ 9 Google Driveg Dropboxs

. DESKTOP-2IVOPUH - Duplicati X A

(¢)> e @

© | D o localhost:8200/ngax/indexhtml#/add

in@o & =

Duplicati
.! Eetap

No scheduled tasks

DdUKUP Uuesunduori

Storage Type

Folder path

Username

Password

Advanced options

Local folder or drive i

Local storage &

Standard protocols
FTP
FTP (Alternative)
OpenStack Object Storage / Swift
53 Compatible
SFTP (SSH)
WebDAV
Proprietary
Amazon S3
Azure blob
B2 Cloud Storage
Box com
Dropbox
Google Cloud Storage
Google Drive
HubiC
Jottacloud Y

Local folder or drive et
le

2

Portable) dgass Lilo Lo 8 o o)l oo Lilos d ol 3l gl oy i35 Mzl gyl
B yawa 89 wau}ﬂl Fawcd) lglanwed JLgadl o0 89l gt USB d_asMd gi (Hard-disk
Slaad) Laglog asy dsaall i oa dadall ol Loyl sLass ol «liSay
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Olslae] Fwd lSay g5 ws g llaall

ULy SLAL s 3 zalipdl clia Clbag

Loy Lz oi 093 Lgro asy sLes | (JiS «LiSayg MApplication Data" addei yue il elsla s

Laagyi dugse oyl of Oladse of Olle sLes elJ3S ¢Sy Logan

. DESKTOP-2IVOPUH - Duplicati X ‘ S

w\(—> c & @ | D~ Iocalhost:a200/ngaxfindex htmi#/add - g n o & =
. Duphcati No scheduled tasks I
.l Beta
Hor
Bl L
Iy ¢
Filters v
ude v
e

Lslals L3l gl ddac Lé o zealipdl peay e i gasdl Olslae] Laasy el
o U o) bl ol S8y sl gay Uiy clold e day ol Lasasy olsgl 8

(¢ el Buslg ddolas| d3cus (e

- DESKTOP-2IWOPUH - Duplicati X | B

(¢)= ¢ @

tri#/add - @ | n@o e =

] Duplicati
h! Betap

No scheduled tasks

Donate [

Mon
Tue
Wed
Thu
Fri
Sat

Sun

Sched

Automatica

If a date

Next time 01:00 PM 10/10/2020

Run again every 1

Allowed days

ule

run backups

lissed, the job will run as soon as possible

aan Blas ] clisey Lasacg dblasdl il ddlosll OlyLasdl (oo 135 elslew

Delete) ;z2a yac ;o paBil ddbladl &l Bis ol (Keep all backups) ol gl
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Keep a) oYl il uwdl (o pz0a sae e ol ol (backups the are older than

:(specific number of backups

. DESKTOP-2IVOPUH - Duplicati X |

(\(—j S5 C @ © | O 0 localhost:8200/ngax/indexhtmi#/add o g meoe =
- D l- t‘ ~
- up icatl No scheduled tasks 1] D
B Beta
ﬁ Home Options
General options
Remote volume size 50
e, nor does it
Backup retention Keep a i number of backups
Keep all backups
| Delete backups that are older than
Keep a specific number of backups ecified number, the oldest backups are
Smart backup retention
Custom backup retention
Advanced options v
v

Loy g3l sall LS 05 a1 Al o yima sae e alagdll L s Lasly pas

58 83 8guall doLuallg cLilily ame Lo 2Ly Mte dblonl 5w 7 ol 6 &l e Landl)

H s
reddl 48 A Lol dsend! il sy soviw

- DESKTOP-2IVOPUH - Duplicati X | e

|\(:— BRC @

@ | O 70 localhost:8200/ngax/index.htmi#/

neo g =

Duplicati
.! Betap

~

Next scheduled task: Test Backup Tomorrow at 1:00 PM ‘ n Donate [4

P& Test Backup v

Last successful backup: Never - Run n

Next scheduled run: Tomorrow at 1:00 PM

O~

Visit us on &

elow bl el &dac 05 ol oyl ag "Backup Now" L b aill o3>

S e a1 gd (Ji 393
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aalindl e Bale] liSasd clilile coelog Vb wn 3lgal 8 dS i cles clas 13
lac Tud ablosyl a5 wdl jlua yLuslg "Restore” cued (I wlodll @3 s yus v
:lgio dalezal

DESKTOP-2IVOPUH - Duplicati X | =

|/<— S5 C © | O o localhost:8200/ngax/index htmi#/restorestart v meoe =
. Dupilcatl Next scheduled task: Test Backup Tomorrow at 1:00 PM 1] Donate
B Beta
Where do you want to restore from?
+

@ Direct restore from backup files
O Restare from configuration

& settings
i

51 Logout O Test Backup

Visit us on O H O ;- v

Agdasll IS 0 0d0

Jndall anili 5.7

Elbgz w LSy bl z_‘u.J JI PL&M’ il Lads 8 ya wa $ygay o3 sl Liléla Oylo
dylas (PJLEH Jadll 8 s oy e ayiallg) ol wdl o uisedl boasewl o] b gl lel

oy o8y gl B lgue el Lo gyl LSy 31 dial Lilily U3 e lue
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oSay Old dids Oluoly e Lailall b aadl osliag (Cryptography) dsasedl ele Jaay
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ALyl of Alall 3l ylas (o LusW sl g 8ol LaS s (Digital Signature) a8l g Ss4ly
5 Y pge limg Wyl of alall yua i (o5 oS Joally jaseadl 13 By o o Aoyl
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Jreasi byly 2299 dsyjedll 2890 Blaisly o yusiall ol pody a8 uSid Olayyss asl Jass
B9l o §tise ol (oo oIS E8 0 o0 oS g ddo¥l dnyiedll o day e el
() Uiy gnsiiy ¥ (ppaasetwall @inag wilal a8yl

@S sinag o yub iy xlaall oia oLy ddyyha) (Standards) daliswe y gles ol Jlia
Software) dusaydl SLeSall oo agasll cUlag .OpenPGP g zaall laall oo Lajyl Lawisss
Lajyl oleall els 389 &ilalally Ol yeb e dgigindl ypa il Olgal 5895 4l (Libraries
SILY e Blascrwl Slasall 8T a9 yacall &> gaaag dsilaag 53> LcSa 09 GNUPG
a8 o Ladl Jlons

Jesadl allag J 31y opa ((oLsdlg alall Zluaall) el o3l yub gl xgilae oLad] el iSa
aslaall >0 elia] eliSay plLladl s Lo alay dipyll o less 13 gy walasiws g3 Il
iAWl yodl e MACcOSy uSid pldas e

gpg --full-generate-key
J2o Al dndy 9PY ey Wlucsus
RSA" 5o 515831 LsJl Lasseg DSA o RSA Jze 8alyall yua sl & salylos g o o
Asslall Enter e bhaall g o aled ol le Lo IS "and RSA
deolyddl Olslacly w5 hds Ly L Jyghll y Saull dals Y slyall yub sl 7 lide Jodo w
Enter hasly (3072) Wi
Hlg (ime By 2y zlaaall e ddo 3as o ) Lo luaall & oMo 3is
elgsl oy osd a3 L] ol asin o 2 SL VLB o9 S oS 0y ve 285 ol 4o 4 ‘-u—""JS

st zlaall Jand (o]l yLsdl) Enter basol Larond 3 Olgadl oS o) § ¢y zall Bl

Ao Mall sgasa
(yesJ 3lazs ) y S| sl 8 glasll 13,ST gpg clia cllay a8

oelymr] apyi 3t el oS @ o] &S led! Lgiysas zLsaall Slaglea GG el (oyei
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s L3515 .gnuUpg slaall o8 o dladie oidle 8 B zLidallg plall oLusall o
elile 515,536 LS Ul jaseis ol o oLl zlaaall dylas Ji o O 4355 ey (ol J3all
Ladls 315 agrog Ve cliSay) yorall dalSy s g Sl all Loy ol (o 6 alais
(eUsza 8 ol Sa 5 Lgsays USB

elaall yynad elikay ) bty .gnUPG sla sl Sl eoall Jolows 1 oyt
eyl e die coodl eliSayg yalodl a0 audi gpg sodl yie laslyorlg Laiylsls
e ol JolSl 3Bl 438 of Slagloall fpa L y3al

gpg --help

Zoda Faliy 509 GPIAWIN 2ol Jidy dlgw dlaslld joaug dalii¥ &l Lal
AL Ol L el Loai a0 8l aisig zoalindl Juasd g0 aded clle Le S iloag yaadll

n
ae
| Choose Components
.' Chooze which features of Gpg4win you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

.
rl o LS|

Select components to install: GUPG .DES'.CTIIIIZ'tD!'I
Kleopatra

GPA

GpaOL

GPgEX

Space required: 103.0 MB

doSa) dngwyll dgxlgll g g (ol aey clallai le Kelopatra da_w! Ly aoctw
o9y eLady 5ygall 8 LaS "New Key Pair" Lo bssl jou g dakl e GNuPG

By @ul.o.n
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™ Kleopatra L\\)

cila  pagel  Certificates olgal  oilslic]  Window  Siclus

R m = B Qo

SignfEncrypt... DecryptfVerify...  Import... Export.. Certify... LookuponServer... Motepad

Welcome to Kleopatra Unk Wind

Kleopatra is a front-end for the crypto software GnuPG.
For most actions you need either a public key (certificate) or your own private key.

* The private key is needed to decrypt or sign.
* The public key can be used by others to verify your identity or encrypt to you.

Yfou can learn more about this on Wikipedia.

Nepliuban)| TR

eIl usre clawl S5l @

™ Kleopatra

R B B Q

SignfEncrypt... DecryptfVerify... | Import... Export... Certify... Lookupon Server...

Key Pair Creation Wizard

Enter Details

Please enter your personal details below. If you want more control aver the parameters, dick on
the Advanced Settings button.

MName: |M.Hanny Sabbagh | {optional)

EMail: |mhsabbagh@cuﬁook‘mm| | {optional)

M.Hanny T\i:)bagh <mhsabbagh @outiook. com >

:aavanced Setﬁﬁgs... [

Cancel

o dode J3l bl 338l Il Laasy baxw "Advanced Settings" e «JiS bisblg
(et ¥) saos &Moo Fyli W zLluaall Lo I "Valid until” cols 4
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- Kleopatra

Sign/Encrypt... DecryptfVerify...

Key

Enter|

Please
the Ad

Mame:

EMail:

™ Advanced Settings - Kleopatra

Technical Details
Key Material
® psa
+RSA
O psa
+ Elgamal
(O) ECDSA/EDSA

+ECDH

Certificate Usage
Signing

Encryption

[, v bits

[¥, v bits

¥, - £ bits
ed25519

25519

Certification
[ authentication

[ valid until: ALTELTI S

s

Irs, click on

{optional)

{optional)

pettings...

Cancel

™ Klecpatra

=

Q

Sign/Encrypt... DeayptfVerify... | Import... Export.. Certify... Lookup onServer...

Creating Key P

The process of creat]

several minutes... Ii ?

Key Pair Creation Wizard

5 pinentry-qt

Please enter the passphrase to
protect your new key

Passphrase: (e

Repeat:

may require

Loy clad Lo Jae of lghas of peeilaall yynad o cliSay lidolu dlasll Lo olag
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R = =B o® Q2

Sign/Encrypt...  DeayptfVerify...  Import.. Export.. Certify... Lookup onServer... Motepad

lSeas':im..-:.’.&!HQ = 1= icates T
bbbl A -

s ) From Valid Until K

WManny Sabbia Key Pair Creation Wizard £+ 9

Key Pair Successfully Created

‘Your new key pair was created successfully. Please find details on the result and some
suggested next steps below.

Result

Key pair created successfully.
Fingerprint:

Mext Steps
Make & Backup Of Your Key Pair...
5Send Public Key By EMall...

Upload Public Key To Directory Service. ..

b lisen g lagias ol s3ay 838 aall UL Jluyle Jhiiawd oyeoLitall aluseil ol Sa
Laauyi sl Slalasciwdl o g o5 JS e 2l <SS xyilae Bae elad] eluSay . &lgs¥ly zal sl
(3] Byé gl Sl 3G &g uSIP Bluyll aslg Mza)

dedgallg dpawmall Ligpialul agpull Jilwj Jali.2 .8

Joled oS0 cpeanserall o dungydl Bl yuaad gpSIYl sl Sloas albies aewd
Public) dslell pgilaall (S1ua o) o LS9l Lol LaSilod 3 5T ansein g el ddgysSIl Byl
Lo yid a5 35 oy a onsg y 33 By hall o Kad ddeay Bl b acd liag 330 Lol (Keys
oyl eaymyl e layas s ol Jladl dlwg ol see dalall poilanll ol LaSiSay

CowS el e dale 3yg o SU lglant il daasdl e 2l Laslace] d a5yl a 1usd
Ayl dansy ahayy @ 3lgs Lo (Email Client) (sl 5oy s gy meoliyy By of Lo
Sl s llg dalell eloilao d8lslg Jiluyl yub 2583 20 Jueai @3 dglasiwd -l 5gySIYl
lgaaset ) 2 aliyl

om0 Slyaal ] d8loYl dalisall e ysSIYl syl Olass oo Olyasll Slia i Lagg

Llasll 7y a5 o) 518 bl dabisl o Lisca Lo o 5eyaSIl syl 8,003 ddonall gmalyl
by ] doaliggg dizans Lusy puswall 3y g OLSI liia 8 J_uaadlly
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Dsal day |y s
3830 (Laiy)g o P 0580d Ayl dass 5830 o Saly Jl5s Lo 016 b il plasinl go i w
oSl Blayll olase By ol (Brd-party) asl Blybl | d8loYl coysl dans
A Joindl o3e Jade ¥ b aadl o ol Jsizwall olguslly Juwsall olosall ] d8LYl
Lede oyoallay 58 1 all il lels Lggd Lage Boss gy oLl
8390y sed il dlonall g Sl a1 Bl alyy - JS (S0 @) o] - dine pasiiaud Y
Sl el 8L el e S 3 alipdl ] ool wls mgilaall 48Lo] 4 ol sa o)yl
i SLs malydl (g 8 09 48 5yd dia ¢y gSiun @lany] a5 ol Al DLyl
xslaall L8Lo] el e @ dallig .cludiy olU3 o Gasal e oI Laolydl Bluyl s
pofaw) adl 838 0 Ly Dy Jlany] o o Sadll 18 arlialys af o3l osad) dalall
(el &y 1359 a9l zalipdl S50 oa ool gl el po s @3 el Lajyaz so
il yos o3l e slibs y o Ly (Digital Signing) Lzady dlayll 845 cliSa)
ol adleg 5331 By lall Alall zLuaall A el el ilod yib sl Jol o oSS ol (o o i
Alall elslide L3S g o vl Liay
o e e sazey Slgie dagally dwlusdl badd ol Bluyll IS sbad elle cooy Jo
s oy2ali 35 g gl gt Blos el g3l (Threat Factor) 855 asdl Jale &y
o Ay
U o2 dlaniad g3l galiydl 4l (o siaalld dodgall 5oy SIll apydl Jiluy sosas
0 4855909 Lo Bygay indga wilS 13] La (Message Headers) "d)lus gl ducygyi" -
N pl aie Alasyl Eliawl g3l 533 By Ll

Gpauiinll alalall Jalii.3.8

Jiluy)l oS alas 4531 g dslall e slaall plasiwly ouys 3l go Lalsliy OLAll b i oliSad

LISzt Lgzeond b b (im0 a5t o alall @)Ll badasss S (] 4 yuS08l dpandl

g gl yie 4] Wliy) eliSay @3 Alall bl plall asliho pasitatag plall asliba )|
walall ybad ey (pladl aslide plasciwly oo podwg

a5 oA lall b dansciagg plell el lide il tel ] dcwndly Lol udi yySiw 909
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iligia Bely 8y Blall yuaad claly sl elslida el ansciwiwg bywg ¢l yee el alay
g7,_Jl;:JI)_4‘>lI 8xb .gpg ;e yie MacOSy S dalbasl e diyludl L daslly pLall eliSay
(S oxsIEl day Jlactwl (usdg) plall el lida yyaad I
gpg --armor --export your@email.com > mypublickey.asc
g0 dastwd g ;i}gpﬂl sl Il mypublickey.asc cals Jlusy] (31 eliSaug
W Wl sy o Blaylly Olalall yé a5
03l 3o alall as it sl el g eliled 138 g Lale o] s of eol ayy oS 13
(dze G lall Lo Losd of aey) U
gpg --import otherpublickey.asc

a5 ¥) Lo adl 313 alall g Laall §8g o lbaall calall yui s Il 5 31 Gsb Lassys
(o HoysIdl oy 3all oda g ysSIEl oyl Jlace !

gpg --recipient otherparty@email.com --encrypt requested_filename. txt

requested_filename.txt. a_wl oo w) aJ] Wyl cliSadg 138 dw o lall jLo 13iSag

2 S Zlaady Lol
gpg --decrypt requested_filename.txt.gpg > unencrypted.txt

el a5 o) Bely 8 M8 ylog yluall judi 8 oyd a5 ELS 18 ALl 4l ast g
Xt Loaseawl (gomall g 95 Lo 2oy .png of .mpd | e dwliall & s>l SLAL dd>Y
(Jlzo 232xas

b8d L lanll by plal joa g FINEY| e 3Ll GPgAWIN ol plascewl (lSay
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™ Select One or More Files to Sign and/or Encrypt

Search. . <AIt+Q> €« ~ 4 [ » mhsabbagh » Desktop v|®|  Search Desktop

Organize = Mew folder Bz -
M Hanny S Mame Date modified

5 Quick access
I Deskt ] Microsoft Edge EH/ATV o =119
esktop

< Downloads
Documents
& Pictures
ﬁ Music
B videos
@& OneDrive
I This PC

¥ Network
<

File name: | Microsoft Edge V| ENT Files

ilall o 85 U8 cLiSay plall asliin §8g Alall ya a5 sy il jaseadl pwl yusl a3

welds CJ..\_)i C)i d_&ho!_)g_)_,od_nls.sct_ubgi Lza8

13 ] Kleopatra

- Sign/Encrypt Files - Kleopatra

Signfﬁ;{crg Sign / Encrypt Files

Search.

Prove authenticity (sign)
Sign as:

.M‘Hanny Sabbagh <mhsabbagh@outiook.com> (certified, created: 12/02/42)

Encrypt

Encryptforme: | [AM Hanny Sabbagh <mhsabbagh @autiook.com> (certified, created: 12/02/42)

Encrypt for others: | 2% Please enter a name or email address. ..

| 2% Please enter a name or email address. ..

s

[T] Encrypt with password. Anyone you share the password with can read the data,

Output
[ Encrypt / Sign each file separately.

N E—

Sign /Encrypt|] | Cancel |

L5 i S 4y linag Alall sy liSay laasy
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Tohog il by g0y .4 dasll 03y Cryptomator aalys slasciw! ¢ wociud L)

2 aliydl e plaswl aeas Ll gy all &lalSy Lazylas g SLALL JalS 3é 25 @ casg s aall
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Link the app to your Twitter account

Open the authentication app on your mobile device to link it to your Twitter account. When
the app prompts you, scan the following QR code with your camera. Learn more

Can't scan QR code?
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You're all set

Now you can use the mobile authentication app to get an authentication
code any time you time log in to Twitter.

Save this single-use backup code in a safe place.

S5 Bnw dig

This backup code lets you log in to Twitter if you can't receive a text
message or don't have access to any of your other two-factor
authentication methods.
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