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Engineering Marketing Accounting

Shared LAN 3
husr "- Catalyst 5000 VLAN VLAN VLAN
[ = = C‘SmﬁR"”*er ‘i' i i
Floor 3

-----------------------------------------------------------------------

Fast
Ethernet _ig ! I ! !

.......................................................................

Traditional LAN Segmentation VLAN Segmentation

.........................................................................
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« A group of ports or users in same broadcast domain

= Can be based on port ID, MAC address, protocol, or application

= LAN switches and network management software provide a mechanism to create VLANs
 Frame tagged with VLAN ID

S5 b 5 L s AS ) il ) ilens i) Al Y)Y (L3 a o
. AILAN
G ey e s lavie gl W oy g3 laYl Algu Akl 5 4 e Al @Y CISWEN o
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O VLAN 1
O VLAN 2

0O VLAN 3
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Marketing

=1
10.3.0.0/16

Sales
One link per VLAN or a single VLAN
Trunk (later)
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Statically Network administrators configure port-by-port.
Each Port is associated with a specific VLAN.

The network administrator is responsible for keying in
the mappings between the ports and VLANSs.

Dynamically The ports are able to dynamically work out their VLAN
configuration.

Uses a software database of MAC address to VLAN
mappings (which the network administrator must set up

first).
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VLAN 1

VLAN1 | vLANZ |VLAN3

e VI_AN 3
VLANZ

| Network Managment Station |
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255.255.255.0 255.255.255.0
124 314 5 6 . Port VLAN 2 VLAN 1
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Two VLANS
e Two Subnets
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Node VLAN=7?
s < VLAN1[VLAN2 ->

MAC address checked |

\Indalabase

[waw] [viana] | vianz|
VLAN Configuration

| VLANZ | Server
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All users attached to the same switch port must be in the same VLAN.

Routing function
Mar;fls_;:::nt\) interco?-mects VLANSs 4"5., 3 L;‘é' l:'"”‘..’ | g Ml U‘"! & Jga d“é 9 \3\
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_ ARP Request m _

172.30.1.21
255.255.255.0

172.30.2.12
255.255.255.0

I I I
os - os

T

I I
T

172.30.2.10 172.30.1.23
255.255.255.0 255.255.255.0

No VLANS
e Same as a single VLAN
e Two Subnets

8 s J8 e ARP 328l aias daal i) QK0S o0 @
CeBS e JSA 3 eV
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Switch Port: VLAN ID

i ARP Request
— = —

Sy
25%,;22'22';52510 172.30.2.12
VLAN 1 255.255.255.0

VLAN 2

-

172.30.2.10 172.30.1.23 o1 looooool oo
255.255.255.0 255.255.255.0

VLAN 2 VLAN 1 123456 . Port

121221.VLAN
Two VLANS
e Two Subnets
Rick Graziani
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Approaches Can Vary Performance

Port-Based Layer 3-Based

MAC-Based

VLAN 1

VLAN 2
VLAN 3

Subnet
192.168.1.0
VLAN 1
MAC
Addresses

MAC
Addresses

Subnet
192.168.2.0

VLAN 2

VLAN 1 VLAN 2
VLAN Types Description
Port-based « Most common configuration method.
* Ports assigned individually, in groups, in rows, or across 2 or
more switches.
= Simple to use.
= Often implemented where Dynamic Host Control Protocol
(DHCP) is used to assign IP addresses to network hosts.
MAC address * Rarely implemented today.

= Each address must be entered into the switch and
configured individually.

= Users find it useful.

« Difficult to administer, troubleshoot and manage.

Protocol Based

= Configured like MAC addresses, but instead uses a logical or
IP address.
» No longer common because of DHCP.

Rick Graziani
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Requires Filtering, Impacts Performance

MAC Address MAC Address
Tables Tables
VLAN 1 VLAN 1
020701AEF1A 020701AEF1A
OAD32192FA2A able Exchange OA032192FA2A
026765175GA3A — 026765175GA3A
VLAN 2 VLAN 2
050503G4GF2A 050503G4GF2A
040404THTB3A Table Adds 040404THTB3A
070706GGGF3A - ) 070706 GGGF3A
Administrative Overhead

* User assigned based on MAC addresses

» Offers flexibility, yet adds overhead

+ Impacts performance, scalability, and administration
= Offers similar process for higher layers

C Jlaxiuyd SKJJ\;..
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< VLANT [ VLANZ [ VLANS >

[viANZ | |VLANMN3 | CANE |
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. VLAN Trunking s VLAN Tagging < ¥ oda (s

| vLAN1 |

[ vLAaNT |
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No VLAN Tagging

VLAN 1 VLAN 1 VLAN 1

VLAN 2 E VLAN 2 f VLAN 2
VLAN Tagging

VLAN 1 VLAN 1

VLAN 2 VLAN 1 and VLAN 2 VLAN 2

dia g ellia () 6S) Lanie dal ;i8] A0S 4 gie Jlaxinl 21 o
Ol ) S (G Baa)
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Tagging

Method

daal YY) ClSLEl 45 gie

Media

Description

ISL header encapsulates

Inter-Switch the LAN frame and there .
Link (ISL) Fast Ethernet is a VLAN ID field in the Frame is lengthened.
ISL header
802.1Q Fast Ethernet {'ﬁiﬁg’:ﬁgﬂfmemﬂ Header is modified.
|EEE defined standard: VLAN ID is the
The 802.10 protocol 1
-so>ter  802.10 | FDDI incorporates a mechanism Esse.”t'j'hp'eze of
whereby LAN traffic can _reqUIre hea er
carry a VLAN identifier information.
LAN Emulation . Virtual connection
implies a .
LANE ATM No tagging imoli VLAN ID

. |EEE 802.1Q, — 4llagiul oy ¥ (&1 Gl 3 € JS5 ISL JsS 585 0 addiey
. & ge iy Al Y G 4 gle ¢ i g0 88U o g
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Accounting Engineering
VLAN 10 VLAN 20
172.16.10.0/124 172.16.20.0/24

Accounting Accounting Engineering Sales

VLAN 10 VLAN 10 VLAN 20 VLAN 30

172.16.10.0/24 172.16.10.0/124 172.16.20.0/124 172.16.30.0/24
| | [

=

[ ST
/G-igabit uplinks
—=
VLAN Trunk

Campus-wide or End-to-End VLAN Model
* VI.LANSs based on functionality
« “VVLAN everywhere” model

* VLLANs with the same VLAN ID, l.e. Accounting VLAN 10, can be
anywhere in the network

Rick Graziani
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Accounting Engineering Accounting Accounting Engineering Sales

VLAN 10 VLAN 20 VLAN 10 VLAN 30 VLAN 40 VLAN 50
172.16.10.0/24 172.16.200/24 172.16.10.0i24  172.16.30.0/24 172.16.400/24 172.16.50.0/24

—
= = =3 =4
/Gigabit uplinks
==
sz
172.16.100.0/24

Local or Geographic VLAN Model
* VI.LANs based on physical location
* VI.ANs dedicated to each access layer switch cluster

« Accounting users connected to different layer 3 switches are on different
VI.ANs, l.e. Accounting VLAN 10 and VLAN 30

Rick Graziani
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Accounting Engineering Accounting Accounting Engineering Sales

VLAN 10 VLAN 20 VLAN 10 VLAN 10 VLAN 20 VLAN 30 Accounting Engineering Accounting Accounting  Engineering Sales
172.16.100/24 17216200124 172.16.100/24  172.16.100/24 172.16.200/24 172.16.30.0124 VLAN 10 VLAN 20 VLAN 10 VLAN 30 VLAN 40 VLAN 50
172.16.10.0124 1721620024 172.16.10.0124  172.16.30.0124 172.16.40.0124 172.16.50.0124

= P o = = = =

! [
/Gigabit uplinks
===
a1z
172.16.100.0/24

Gigabit uplinks

VLAN Trunk

Campus-wide or End-to-End VLAN Model
* VLANs based on functionality

Local or Geographic VLAN Model
* VI_ANs based on physical location
" "VLAN everywhere” model * VLANs dedicated to each access layer switch cluster

* VLANs with the same VLAN ID, l.e. Accounting VLAN 10, can be . . . .
anywhere in the network « Accounting users connected to different layer 3 switches are on different
VIL.ANS, l.e. Accounting VLAN 10 and VLAN 30

Aada gl o Lo anatill aaing: Caylal Cayh Al bl A0 o
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Accounting Engineering Accounting Accounting Engineering Sales
VLAN 10 VLAN 20 VLAN 10 VLAN 10 VLAN 20 VLAN 30
172.16.10.0/24 17216200124 172.16.10.0/24  172.16.10.0i24 172.16.200i24 172.16.30.0/24

= N N A

Gigabit uplinks

VLAN Trunk

Campus-wide or End-to-End VLAN Model
* VLANs based on functionality
* “NVLAN everywhere” model

* VLANs with the same VLAN ID, l.e. Accounting VLAN 10, can be
anywhere in the network

Accounting Engineering Accounting Accounting Engineering Sales
VLAN 10 VLAN 20 VLAN 10 VLAN 30 VLAN 40 VLAN §0
172.16.10.0/24 172.16.20.0/24 172.16.100i24  172.16.30.0i24 172.16.40.0124 172.16.50.0i24

& o o & o &

Gigabit uplinks

e
S 172.16.100.0/24

Local or Geographic VLAN Model
* VI_ANs based on physical location
* VLANs dedicated to each access layer switch cluster

« Accounting users connected to different layer 3 switches are on different
VIL.ANS, l.e. Accounting VLAN 10 and VLAN 30
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10BaseT

e e

Lo Luol yXsl 4sud I TrunkingPort ;ue islae by
Switch (config) #interface fastethernet 0/9

Switch (config-if) #switchport access vlan vlian number

iébljijﬁl LS | ;LﬁJ! .
Switch#vlan database
Switch (vlan) #vlan vlian number

Switch (vlan) #exit

Rick Graziani
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10BaseT

e e

Lo Luol yXsl 4sud I TrunkingPort ;ue islae by
Switch (config) #interface fastethernet 0/9

Switch (config-if) #switchport access vlan vlian number

iébljijﬁl LS | ;LﬁJ! .
Switch#vlan database
Switch (vlan) #vlan vlian number

Switch (vlan) #exit

Rick Graziani
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i 10BaseT

I A

Y~ —
Default vian Default
vian 1 10 vian 1

Lasl paay 1 olsoddl 1 dsledl by
Switch (config) #interface fastethernet 0/9

Switch (config-if) #switchport access wvlan 10

. Trunking Port Ja 2l (ud 5 Jaa s 2alal andiiee 2alall 128 o) ) i access 4alS

Rick Graziani
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n 12

e (e v (e e v

V *
Default vian Default
vian 1 300 vian 1

Cisco

Enter configuration commands, one per line. End with CNTL/Z.

SydneySwitch#config terminal
SydneySwitch (config) #interface fastethernet 0/9
SydneySwitch (config-if) #switchport access wvlan 300
SydneySwitch (config-if) #fexit

SydneySwitch (config) #exit

79 Rick Graziani
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vian 2

SydneySwitch (config) #interface fastethernet 0/5
SydneySwitch (config-if) #switchport access wvlan 2
SydneySwitch (config-if) #exit
SydneySwitch (config) #interface fastethernet 0/6
SydneySwitch (config-if) #switchport access vlan 2
SydneySwitch (config-if) #exit
SydneySwitch (config) #interface fastethernet 0/7

SydneySwitch (config-if) #switchport access vlan 2

Rick Graziani
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SydneySwitch (config) #interface range fastethernet 0/8,
fastethernet 0/12

SydneySwitch (config-if) #switchport access wvlan 3

SydneySwitch (config-if) #fexit

Ol gw OYDD g0 gaar e Lgranx Joxd ¥ Olaod=idl | da

Rick Graziani
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Default vian Default

vian 1 300 vian 1

SydneySwitch (config) #interface fastethernet 0/1
SydneySwitch (config-if) #switchport mode access

SydneySwitch (config-if) #exit

. A3ada
hih aa) g Jlal Gl g Alal) ren e Jalal) dic W K3 Gy switchport mode access ks
. Trunking Ports J& 3la W joiews 48 Y) 4
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Default: dynamic desirable Trunking port ¢S 3l 1
| 3 s Ay 23 oy s

i 10BaseT

e weevvv

. a8l UK Trunking Ports 4:Saebip 2208 48y ()5S0 2alall e
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vian 1

vian 2 vian 3
default

Sydneyiwitchfshow wvlan
VLAN MName Status Forts
VILAN Name Status Ports
1 default active Fal/1, Fal/2, Fal/3, Fald/4

VLANZ active Falb/5, rFal/e, Fal/7
3 VLAN3 active Fal/8, Fal/%, Fal/10, Fal0/11,

FaQ/12

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SAID MTU Parent REingNeo BridgeNo Stp BrdgMocde Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003 Rick Graziani

enet 100002 1500 - - - - - 0 0 i@cabrillo.edu
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vian 1

vian 2 vian 3
default

Sydneyiwitchfshow wvlan
VLAN MName Status Forts
VILAN Name Status Ports
1 default active Fal/1, Fal/2, Fal/3, Fald/4

VLANZ active Falb/5, rFal/e, Fal/7
3 VLAN3 active Fal/8, Fal/%, Fal/10, Fal0/11,

FaQ/12

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SAID MTU Parent REingNeo BridgeNo Stp BrdgMocde Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003 Rick Graziani

enet 100002 1500 - - - - - 0 0 i@cabrillo.edu
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vlan 1 vlan 2 vlan 3

default
SydneySwitch#show wvlan brief
VLAN Mame Status Forts
1 default active Fal/1, Fab/2, Fal/3, Fald/4
2 VLANZ active Fal/%, Fal/e, Fal/7
3 VLAN3 active Fal/8, Fad/%, Fal/10, Fal/11,

Fa0/12
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
36 Rick Graziani
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vlan
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Switch#ivlian database

Switch(vlan) #?

VLAN database editing buffer manipulation commands:

abort Exit mode without applying the changes

apply Apply current changes and bump revision number

exit Apply changes, bump revision number, and exit mode
no Negate a command or set its defaults

reset Abandon current changes and reread current database
show Show database information

Add, delete, or modify values associated with a single VLAN

vtp Perform VTP administrative functions.
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SydneySwitch#config terminal
SydneySwitch (config) #interface fastethernet 0/9
SydneySwitch (config-if) #switchport access wvlan 300
SydneySwitch (config-if) #exit

SydneySwitch (config) #exit

Switch({config) #interface fastethernet 0/9
Switch(config-if) #no switchport access wvlan 300

Switch (config-if)#no switchport access vlan vlan number

Rick Graziani

88 graziani@cabrillo.edu



