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:__J Zl// . fﬁ isa multl- %ﬂh’l ing/OS that's used as a network OS.

s - A, Windows \x‘ C- OS X ELS) Lb:S
vidv | 2. (_,»;is an&n snur%: OS designed for use on personal computers.
———=
yb A Windows B.0S X C. Linux D. Unix
' O e
Sl 3. A J‘%) iS : program that performs many of thE Eeneral )
—= hnusekeepmg tasks c:-f the cﬂmpgter such as system maintenance and file
st | s

A.operating systems % ut1!1g éro gram = C. user interface  D. network

s S\o
— 5:4 Which is .an example of a mobile operating system? .- L) )'-"' I,J‘L')
L
es, | _ B. Android C.i0S D. Windows 10
b | 5/ what type of user mteﬁ;alsplays graphics and use the pomt-and-chck
R technology of the mouse and cursnr‘? @ psnasndo e | G L= o Co—
z0;  A. command-driven H_ 5 B. menu-driven j 2 ' "'
h_ET; C. magnetic tape—based ) &4 a1 3D. D. graphical user’
mE =10 o
. 6 The ability of operatmg system tca perfnrm more than one prnqc;ss ata .
] ne 1s known 3.3 ;*w ale T 2 '“,..--f
yS =
: A. smart B. super C_multitask D. multiuser
:rif:’ ‘
‘5‘«‘4 /. OS provides a that let you interact with the computer.

E_[& A. soopler | B. user interface C. utility program D. window
d| 8. The Lﬁ_f? is ,a gxgup of programs that controls how your computer
ﬁ ﬁmctmns =
i <
—t-}l - A.of erating s stem 'B. utility programs C. user interface D. applications
)+ |
] M 0 \ et mterface 1s one in which you choose the commands from
't menus dlsplayed on the screen.
1]

C.GUI D. menu-driven
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University of Jeddah Quiz # 2
Faculty of Computing and \- Chapter 9 — Securing Your system
Information Technology ,’] Exam Duration: 15 min
CPIT100 — Computing Skills BT Date:

Students Name: ID: Group: E]

| The most financially damaging cybercrime for individuals is:
a | Hacking b | Identity theft ¢ | Trojan d | Advance fee farad
) White-hat hackers break into systems just for fun
a | TRUE b [ FALSE c d
Programs used to check and read data packets that travel across network
of T b | Firewall c fﬂﬁ';:;"a'-‘” “T | d | Key logger
4 Trojan horses open backdoors in your system to the hackers
a | TRUE b | FALSE c d
Symptoms of virus infection include:
5 o | unusual browser | y t d 4 |t ol ths iSaw
homepage pop-up messages | ¢ | strange sounds all of the above
6 Worms need human interaction to spread
a | TRUE b | FALSE c d
Viruses that are triggered by the completion of specific events or time, called:
3 a Ei?ﬁfmmﬁ i b | script virus ¢ | encryption virus | d | boot-sector virus
Collect information about you without your knowledge and send them to the owner of the
8 | program, this is called:
a | cookies b | malware ¢ | pharming d | spyware
e-mail systems use ........ to control spam e-mails
9 -mai -mail -mai
a EI;?.:;;?&'] b ;ﬁ:ﬁ; e C :ﬂ?ﬂ; tﬁiﬂ d | none of the above
10 Cookies do not pose a security threat
a { TRUE b | FALSE C d
Any technique that uses social skills to generate human interaction that entices individuals to
reveal sensitive information
11 :
a suﬂ}n.rare' b | social experiment | ¢ sncl_al . d | social phishing
engineering engineering
firewall can protect you by:
= a Ej ;'li:ck;lﬂﬁuﬂ;i:ﬂSS 0 1p :::E; :g your Lb claandb d | none of the above
13 |2 code that specifically identifies a virus is called
a | virus print b | virus image ¢ | virus script d | virus signature
14 Strong authentication comes from using two or more authentication factors
a | TRUE b | false c d
15 Image backup are more efficient than incremental backup
| *“ 1. | o110 | | cAT O | . | [ 4
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C. hackers LIC3

4. Firewalls are able 1o be ¢ mligured 50 that they [lter gy Packets sem o
specific h:l}_:h.';i] POrts in o Process

-'H. -‘.;F'LC”:” rllfri_'f Il_lﬂ..‘“_'l-::h“”' F'r“}.'.rllfr'l
C.Sniffer fU-P-‘tL‘kt‘I “”L!T'IIIE_'_

5. Amy technique thag USER social skills tq an iI1lUF'}lt:lir:r| for the

purpose n?'rnll'-:.r'rlg fmfh'idm:f.‘c L0 reve 'Elrlim!i-:rn_ .

A Social Eng |-r'r:,-uri|u_,- Hi.I.ny_it:a! port !Jim;Furu_-_
C. Packet .‘H]HI_'L i I).H:ﬂ'_}-‘ﬁ;n ke

al SeNsitive inf

logger

6. A small text file that some Websites aut, matical]
computer's hard drive whe; 1

isits the site |
A. True

/. Unwanted or junk e

-mail kno Wwn
A. True

48 Spyware

5. A hacker who 1:5{:3_!11’.-1: or her knf:rwh:dgu o dur::;tm}- I'nl'{Ji‘rmllin;rn or for illugal
gain.known as Gray-hat hacker

A. True ”E.fjﬁ_l'.r;,r:

A computer virys that is triggereg by the Passage of time or Certain date

known as logical bomp

. True CB¥alse _
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0. Viruses that lo, i

1 W""_:”
Lomputers are turmmed on are known ;; stk S
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files on Your Computer, Which CSSeng

i “snapshot” of what your Computer looks like g

15 known as

A. total back up,
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hen an GS processes tasks in a rmrlty order, it is known as__

S

; A. preemptive interrupting W multltaskjg)
; C. multitasking handling D. preemptive interrupting
{

2. The process for loading the operating system (OS) into randﬂg access

mﬁmor@vhm thag,mpulﬁus tum@s called

{ _A. File Manage B B. Platform
P T :

S Authentication
e o ;;,s Jor Al M

3. The Process of ﬂptlIIIIZIllgr RAl\j[ storage by borrowing hard drive
space is called Z”
== R g f \

.l

- B. Compression
== b
C. Clean—up M f D. Boot-up

4, The _technology that enables the operating system to recognize
autnmatlcally any new perlpherals and to configure them to work with

the system. L/.-ﬁ? /0 = / 75 !

A. Command-driven OS - (B Plug and Play (PP}
C. Virtual Memory L D> rask( e

rassi
1'1* I Ju\h‘f* ﬁﬂg\

the computer system. It is memﬁry resndel_lj

€ —= ;_I?Efﬂe' ; J ;D‘TL Y i ~ B. Spooler
H-C Interrupt

e

8. The gl s

power-on-self-test (POST) ensure all peripheral devices are
attached and operatmnal - ,,a-")f A
A. True JS

-—-:h.'"

B. False
A%

_,7)“7 Basic input/output systemf (BIO J@:tored in %
A. True | i
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i c 1. which of the fallomn is the first step in the boot process W ‘
e \ctiviting| B Loadmg OS>
C C.performing POS , C.checking conﬁgurailﬂn
lassyc 2. viruses are limited to computers only and cannot infect cellphone or tablets
i &Fe B.False . ..
" € 3. Any criminal action perpetrated primarily through use of a computer known
Operat 7 = 2 g5 e L P ot
S “=°/"  A. Cybercriminal
rics ar C. hackers _
& del j,LJ iy)frgunl !",._{‘
4. Firewalls are able to be cnnﬁgured so that the}’ ﬁlter ou@;ﬁﬁlfétﬂscnt to
it sp?cﬁﬁaglcal ports in a process. 2_,,__
" A. Spam filter< B.Backdoor program Ay oo RN
. C.Sniffer D Racket Qltering _, < (Za-d’o o
'?{'L 90 4 D L LAS ¢ - SR s | bz
=\ 3. Any techmque that uses snmal skllls to generate human interaction for the
ach purpose of enticing individuals to reveal sensitive information.
grar A. Social Engineering  B.Logical port blocking
g C.Packet analyzer D.Keysroke logger
nter |

se; 0. A small text file that some websites automatically store on a client
computer's hard drive when a user visits the site this knovm as Zombm

2 A. True B False

- 7. Unwanted or Junk e-maﬂ I{nown as| spyware, _.
{ A. True B False

8. A hacker who uses his or her knowledge to destroy information s
gain.known as Gray-hat hacker | s\ 5 on or for ;llegal

A.True <7~ |BFalse
9. A computer virus that is triggered by the passage of time or certain date

known ag logical borib | D A 4 la
Al B.False

L.- s
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10.V _ﬂs that load from USB drives left connected to computers when
computers are turned on are known as

445 ) y(, ,;_.m-c._.---' i
/A. boot-sector viruses. B. script viruses. s
C polymnrphlc viruses. D.encryption viruses.

J“F(-"‘é’ll J{,P,-ﬁ (_5‘-‘ u-:u--’ AS [ Z_cv
11. Software designed to close logical ports in your cﬁmputer is known

as a(n) 5
CAirewall] — &%) B.packet filter.y
¢ antl-malware blocker. D. netwnrk address translator.
22> (D2 4kl o ok ds 2lp
12. Which is NOT a tool hackers use to galn access to and take control
of your computer?
ATrojan horse B.backdoor programs
C. rootkits : J_phlshmg software
b, ol o5 9= [

130A backup of all the files on your cnmputer which essenually creates
a “snapshot” of what your computer looks like at that point in time,
isknownas ~ 2040 )N se
A. total backup B. incremental backup.

G nnage backup. ) ~ D. modification backup f

14. Special pro grams that famhtate communication between a device
and the OS are called

A. APIs.

B.device drivers,
C. utility programs.

D.hardware player,

ITE

15. which of the following are bad code or

software that is designed to
invade your computer system
A. zombie B.antivirus
C.firewall D.worm

16. when the OS allows
called ?

A. multiuser
C.multisystem

you to perform more than one task at a time this

/B .multitasking
D.multipmgranuning

_-J 5
3
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University of Jeddah Quiz # 2
Faculty of Computing and \- Chapter 9 — Securing Your system
Information Technology ,’] Exam Duration: 15 min
CPIT100 — Computing Skills BT Date:

Students Name: ID: Group: E]

| The most financially damaging cybercrime for individuals is:
a | Hacking b | Identity theft ¢ | Trojan d | Advance fee farad
) White-hat hackers break into systems just for fun
a | TRUE b [ FALSE c d
Programs used to check and read data packets that travel across network
of T b | Firewall c fﬂﬁ';:;"a'-‘” “T | d | Key logger
4 Trojan horses open backdoors in your system to the hackers
a | TRUE b | FALSE c d
Symptoms of virus infection include:
5 o | unusual browser | y t d 4 |t ol ths iSaw
homepage pop-up messages | ¢ | strange sounds all of the above
6 Worms need human interaction to spread
a | TRUE b | FALSE c d
Viruses that are triggered by the completion of specific events or time, called:
3 a Ei?ﬁfmmﬁ i b | script virus ¢ | encryption virus | d | boot-sector virus
Collect information about you without your knowledge and send them to the owner of the
8 | program, this is called:
a | cookies b | malware ¢ | pharming d | spyware
e-mail systems use ........ to control spam e-mails
9 -mai -mail -mai
a EI;?.:;;?&'] b ;ﬁ:ﬁ; e C :ﬂ?ﬂ; tﬁiﬂ d | none of the above
10 Cookies do not pose a security threat
a { TRUE b | FALSE C d
Any technique that uses social skills to generate human interaction that entices individuals to
reveal sensitive information
11 :
a suﬂ}n.rare' b | social experiment | ¢ sncl_al . d | social phishing
engineering engineering
firewall can protect you by:
= a Ej ;'li:ck;lﬂﬁuﬂ;i:ﬂSS 0 1p :::E; :g your Lb claandb d | none of the above
13 |2 code that specifically identifies a virus is called
a | virus print b | virus image ¢ | virus script d | virus signature
14 Strong authentication comes from using two or more authentication factors
a | TRUE b | false c d
15 Image backup are more efficient than incremental backup
| *“ 1. | o110 | | cAT O | . | [ 4
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6. A small text file that some Websites aut, matical]
computer's hard drive whe; 1

isits the site |
A. True

/. Unwanted or junk e

-mail kno Wwn
A. True

48 Spyware

5. A hacker who 1:5{:3_!11’.-1: or her knf:rwh:dgu o dur::;tm}- I'nl'{Ji‘rmllin;rn or for illugal
gain.known as Gray-hat hacker

A. True ”E.fjﬁ_l'.r;,r:
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known as logical bomp
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