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¢ access control 3 (A s¥) 3 shaill
identification

¢ access control JV 4l 3 sadl)
authentication

¢ access control J! 44Ul 3 gladll
authorization

¢ outliers J zea s
boxplot

¢ WAN e Jia
internet

An older storage device that holds up to 1.44 MB of data
Floppy Disk

A type of chart that contains both bars and a line graph
Pareto Chart

fUY Jlaidl RBAC

Role-Based Access

A Microsoft Office application and one of the most commonly used tools to

create different types of diagrams
Visio Software
Faster than full backup

Differential backup

Elements in the plain text are rearranged or plain text characters are shifted

in some regular pattern to form cipher text

Transposition Ciphers
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¢ Waterfall chart e Jbs
Mario chart

Are one of the most well-known visualization techniques for non-numerical
data

Tag clouds
Jd =il HDDS
hard disk drive :

By using a , users can communicate easily and efficiently via
different communication channels. For example sending emails

computer network :

Any kind of malicious activity that attempts to collect, disrupt, deny,
degrade, or destroy information system resources or the information itself

attack :
are used to show time series relationships with continuous data
line charts :

Is one of the most powerful professional business intelligence tools for
dashboarding

Tableau :
The hardware component of the IS requires
physical protection :
Software is protected by
technical protection
A quantifiable and measurable unit within a KPI that tracks processes
metric :
Is the most powerful and flexible software to create charts

Excel :
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The security levels are enforced by the system and only the administrators of
the system can modify them

MAC
System flowcharts represent __ units interacting to achieve a goal
multiple problem
There are two types of data visualizations : exploratory and
explanatory

Is the study of methods used to transmit information securely between two
or more participants, so that it is unreadable by unauthorized users

cryptography
Main goals of information security
confidentiality , integrity , availability

Is a diagramming application that can be used to make a large variety of
diagrams

Dia
composition charts e Jis
pie chart

An analytical dashboard mostly used in the accounting department to
predict the new trends

MRR (Monthly Renewal Rate)
8 KSU storage

cloud storage
¥ DVD

optical storage

CD J) g5l (e aalg iy 25P.223
DVD J) g1 8 (4 aalg iy 25 P.223
Security attacks J) £/s P.271
(MAC,DAC,RBAC) P.282
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1-incremental
2- differential
3- full backup

oSall : restore JI 8 g oY)

£

:U::';j o
—OneDrive is pre-installed on windows 10? True
-Google drive is pre-installed on windows 107 false

-Incremental backup takes an image of your pc (drive image)? False

{full computer backup}

-Venn diagrams are used in mathematics to represent logical relationships between
sets (true)

-when you compress files using zip they take more storage space than their original
size? False

-differential backup is slower than full backup (false) {faster}
-FTP requires an internet connection (true)
- Incremental backup is slower than full backup (false) {faster}
- it's easy to analyze complex and large data (T or F)
LoP=
RAM- ROM- Router- PAN- Dashboard- Network interface card

Pie chart — Dropbox — Ethernet cable — Venn — MAN —bubble —histogram — CAN
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performed by unauthorized users (outsiders) = External Attack
hen performed by authorized users (insiders - Insider Attach







Network interface card
Ethernet cable

. Operating system
Motherboard

&5
-

Magnetic storage
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DIRECTION OF THE DATA

Network Components
Computer networks consist of several integrated devices, functions, and features, as follows

provide file functions, such as storing and retrieving data, which aliow users toread, write, exchange, and manage files.

Servers
Servers are computers that hold the main applcations, files, and network operating system Servers
enable users 10 access all network resources, with each server providing several functions

print server, mail server, fle server, application server, database server, and
MESSAge Server.

for example

® Print Servers
provide printing functions on a network and can handie fax services.

help to reduce cost by sharing software resources, such as allowing users to share one copy of expensive softuare
©® QOatabase Server
provide users access to strong, centralized databases

Clients
Clients are users’ computers that use the network and its resources, requesting and receiving services
from the network

FILE
SERVER DATABASE

=

SENDER [DEVICE)

Simplex

RECEIVER [DEVICE)
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Blue-Ray Optical Disc, stores large amounts of data, specifically
high-definition videos

An older storage device that holds up to 182 MB of data

A pen drive memory unit, data stick, keychain drive, etc.

A flash memory card that is used to store images, videos, and other tigital data

DALa Storage on INternet servers

Cloud storage service provided by Google, provides the users usth the abiity
to share files online usth anyone at any time

Cloud sTorage service provided by Dropbox, synchronizing the contents usth
the Dropbox server and other devices of the user

Online doud storage service provided by Microsoft, aliowss you to store fies
n the cloud and access and share them anytime, anyuushers

Categories of networks

Computer netwworks are categarized by purpose and size, where the size is determined by the number of
computers and the geographic area covered L

Popuiacr backup type whch imvolves backing up all sefectod files and
Full backup foldiers that are important to the user

Reguiar or scheduled backup of data from yousr PC to a storage device
Bacicap of all changes that have been mads sance the IasT backoap

Cata backup proceckae that records the data changes that have
occurTed since the iast fiull bactaup

Oifferential backup

American Standard Code for information interchange.

The rules or process that specify what is communicated and hows it s communicated,
acts e a translator

Sender trarsmits the data the other device acts as a recaives only

device can transmit and receive the information, but not at the same tame

The serxipr and receiver devices can transmit and receive the nformation,
simultaneously

The vaniance in the arrival time of the data packets in milliseconds [ms) over a
COTTUMUINICAtIoN NeTusork




Authorized user A person who possesses the authority to perform an action or set of activities.

Unauthorized user A person who does NOt poSSess the authontly to perform an action or set of
SCUivitses,
U th d disct
Exposure of information to useris] not authorized to access the informaton
Modification of information by user{s] not authorized to modify the information.

One-Time Passwoord

Word cloud A group of words of different sizes placed together into a doud shape

Tree diagram A visuaizarion technigue that has 3 start, root, or parert node, uath branches

Venn diagram Sets of enmtitiess each set s drawwn withen a crdie

-
e
Diagram A visual lustration of a group of concepts and the relationships betuseen them
A method to represent data considening the purpose of the visusiization

& - Dropbox e
The Dropbox company offers a file hosting service that creates a folder (Oropbox] on user's computer
wihife synchronizing the contents with the Dropbox server and the users other devices, thus keeping the

.. files updated. A Dropbox basic account Is free with 2GB of storage space

Demoastrate a process. show the steps to accomplish a task Flowchart
Brainstorm: create, include, and comprehend ideas about a topic Mind map
identify defects: analyze the causes of a problem to correct the defect Fishhone diagram

Demonstrate relationships: show the connections between CONCePLs or pcophk/ Tree diagram

Compare: show similarities and differences between two or more concepts / Venn diagram
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summary of charts (Numeric)?

Bar chart Jta with bars with height or length proportional to the values.

ents categorical d . o2
sr;g:ss comparisons among discrete categorics
B“_'l;:l::gsum which compares to one or more measures, and displays it in the context of -
asin .
ranges of performance.
like a thermometer

at ma
:liiult:;s \l/)alues in a matrix and represents them as colors.
e resented with dark colors;

ioh values are rep
g:agintensity of colors represents values of data tables.

Used to show weather or real estate data
P.n Chm - - - . .
a circular statistical graphic that is divided into shogs
widely used in the business world and the mass media
best used for making part-to-whole comparisons

Pareto chart

contains both bars and a line graph. . .
The vertical bar represents the frequency of individual values and the line represents a cumulative tot

useful for analyzing what problems need attention first.
Histogram
accurate distribution of continuous data.

resembles a bar chart but it actually differs from it

data values are distributed into bins, which are represented as columns.
Boxplot

understand the outliers in the data

a graphical display of five statistics

(the minimum, lower quartile, median, upper quartile, and maximum)
Line chart

displays information as a series of data points connected by a straight line.
used to show time series relationships with continuous data.

used to visualize data that changes over time.

Step chart

display changes that occur atirregular intervals.

extended version of a line chart, but it does not use the shortest distance to connect two data points; it

vertical and horizontal lines to connect

Scatter plot (XY plot)

displays values for two variables for a set of data.

uses a collection of points placed using Cartesian coordinates

best used for correlation of large amount of data

Bubble chart

qlsplays three dimensions (3D) of data (x-axis data, y-axis data, and the size of bubble).
like a scatter plot with the exception of the third variable
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